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PREFACE

This thesis was organized as a partial fulfillment of the requirements of acquiring the degree
Master of Science in Software Engineering MS(SE), in the School of System and Technology,
SST, located at the University of Management and Technology(UMT).

The thesis is comprised of eight chapters; Chapter 1 explains the introduction of the thesis
related to cryptography, the problems in the existing techniques and Quantum cryptography as a
new technique. Chapter 2 gives a detailed literature review of various cryptographic techniques
along with some of their major issues associated with them. Chapter 3 presents quantum
cryptography as a new dimension is cryptography and concepts related to the quantum physics
which are at its base, along with one of its most successful application quantum key distribution.
Chapter 4 describes the working mechanism of QKD in detail along with its first major protocol
BB84.Chapter 5 presents research methodology. Chapter 6 presents the simulation steps and
results for analyzing QKD in terms of Quantum Bit Error Rate (QBER).Chapter 7 gives an
overview of the practical challenges in Quantum cryptography in general. Chapter 8 presents

conclusion and future research directions.
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ABSTRACT

Quantum Cryptography has emerged to be a relatively new area in the field of cryptography in
recent decades. It assures the secure transmission of information between two parties on the
internet in a more secure way as compared to the traditional cryptographic schemes currently
being used. Existing cryptographic techniques like symmetric and asymmetric encryption
schemes, majorly, are based on the mathematical models. Although these techniques provide
assurance about the security of the transmitted information over a network however with the
advent of more powerful computers there are possibilities that hackers would be able to breach
these techniques. In such a scenario, Quantum cryptography offers a better crypto graphical
solution since, instead of relying on mathematical rules; it depends upon the proven laws of
physics and assures the secure transmission of information among two parties in a more secure

manner as compared to traditional cryptographic schemes used.

A brief and comprehensive literature review is performed to investigate the reasons why classical
or current cryptographic techniques have been failed or are vulnerable to security breaches. Why
and how quantum cryptography and its technique QKD is more suitable and in which areas it
could be proved useful. A comprehensive analysis is performed to elaborate its basic idea and its
usage. Besides being a powerful technique why it has not been commercially much successful.

What are the threats and possible attacks it is prone to.

QKD being a technique of Quantum cryptography is a powerful technique that could be used to
secure one extremely sensitive data in an effective manner but it has some serious kind of
challenges that need to be tackle in order to make it suitable and safe technology for use on

commercial basis.
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Chapter 1: Introduction

‘Cryptography’ generally refers to the study and practice of methods and techniques used for
secure communication of information between a sender and the receiver in the presence of third
party. It relies on several mathematical techniques to assure the security of the communicated
information and has wide number of applications in various fields from electronic transactions to
network communication. In past, it has been used to transform secret messages, to encode secret
information in images and so on, however in today’s computer centric world; it is most often
associated with Encryption and decryption mechanisms associated with transmission of data on a
network.



	Supervisor
	Dr. Masroor Ahmad _______________________
	Assistant Professor,
	School of Systems & Technology, Lahore
	Director Graduate Studies
	Dr. Shoaib Farooq _______________________
	HEC approved PHD Supervisor
	Associate Professor,
	School of Systems & Technology,
	DEAN SST
	Dr. Shaukat Iqbal, _______________________
	Professor,
	School of Systems & Technology,
	University of Management & Technology, Lahore
	,

