1.3 Conclusion of Chapter-1

The main advantage of wireless over wired is roaming which is possible if only wireless devices are as small as handheld. This facility also imposes the great disadvantage of insecure networks. For example mobile phones can be stolen and confidential data can be stolen along with it. Beside malicious members of organization can break the security mechanism easily with this facility. For example PDA’s can be exploited by malicious people to steel any confidential information from office to outsiders. However wireless cannot be avoided, as advancement such as Wi-Fi, Wi-Max are becoming part and parcel of life these products are occupying a large portion of world’s economy. Improvements are being made in the field of security. In such regards 802.11x presence is noteworthy: as it does provide extensive authentication protocol.

2.3 Conclusion of Chapter-2

 The encryption and decryption of files is known as cryptography. The encryption is the function of XOR on two inputs the result is a recorded data: fulfills the need of data hiding. It is important to hide cretin kind of data such as passwords so only the authenticated person can connect to network, and mid-way hacker may not steel it. There are various ways of encrypting data such as block cipher and stream cipher. However the mid way attacker can still hack data by using different techniques such as Bit Flipping and Replay Attack. In my view point this can be stopped by using hopping algorithm. In this algorithm a signal is mounted on a very high frequency carrier which is known as modulation. By doing so one can stop interference of mid-way hacker, who will not be knowing the exact frequency to resonate and steel data by synchronizing with the wave. An XOR function results in one for two dissimilar inputs. This is elaborated as below.

Encryption:
1)           10000000 11110000 00001111 10101010

2)           01000000 00111100 11101111 00001111   
Result = 11000000 11001100 11100000 10100101 
Decryption: 

2) 01000000 00111100 11101111 00001111
Result = 11000000 11001100 11100000 10100101 

1)
        10000000 11110000 00001111 10101010


3.5 Conclusion of Chapter-3

Among 802.11 versions the 802.11x is the best one because it is most secure. However the mostly adopted versions are 802.11b because it is cheap. Further more we can say that networks and there security is never complete without Cisco. This is the company which has largest business in the field of network. The foundation city of Cisco occupies the largest mess of network engineers. It is supposed that if someone is thrown the stone early in the morning then it will hit some Cisco network engineer. The main key of Cisco domination over Microsoft is that it is stable technology. The routers, switches, and hub of Cisco are operatable with the same command as ten years earlier. So there are fewer chances of training expenditures. Owing to such a large capital of economy Cisco has researched on security issues. That is why it is capable of holding security measures which are much better then the other. For example it supports dynamic keying for messages which is most difficult for a hacker to trap.

4.10 Conclusion of Chapter-4

The topologies based on 802.11x are far much better like TLS, EAP, PEAP, TTLS. They also do posses a strong authentication process which makes a certain LAN much secure. There are different circumstances in different networks. Security measures shape a recording to those circumstances. However these security measures are flexible. That is one can overlap other or can merge with others. Wireless technology has being adopted with great great speed. But security measures are not keeping space with then so there is an open hole in the fort of network security. This is the big challenge and issue in the view of security. The other challenges are due to management concerns such as: 

1) Technicians are not direct with desktops 

2) Approaching to desktop they can break the rhythm of work.

3) They cannot set priorities in their jobs which are always there in realistic world.

The solution of these issues can be automizing services.           
5.8 Conclusion of Chapter-5

The adoption of 802.11x is the best one because it is:

1) Cost effective

2) Scalable

3) Distributable

The networking communication terminals and topologies can altogether for network systems. The few good secure systems are:

1) AB access system

2) AOSS system

AB access system is good because it has several layers of security to penetrate. AOSS is good because it is password less. Passwords can be hacked and also difficult to

6.8 Conclusion of Chapter-6
Wireless security faces many challenges because growth of wireless adoption is massive and it is difficult for security to keep pace with it professional and responders of security flaw must be aware of security issue associated with wireless networking. Wireless system can be made secure with good polices, plans and management held by administration. Poor configuration and deliberately open wireless LAN’s can be problem for security. Proper security in WLAN and planning encountered as response to certain theft incident can help to face challenges related to security.

Abstract
Wired technology has been replaced by wireless. We cannot stop this flow of change in technology. The need for securing wireless has also increased and this is a major issue of current era. Security is much much important because it saves:

1) Confidential data

2) Passwords

3) First mover advantage for the company 

4) Army confidential messages 

5) Confidential GOVT messages

6) Internet personal messages

These are very important because, for example if someone steels someone’s serial number of ATM card which is its password then he can easily withdraw money with bad intentions. As far wired technology was concerned security was not a big problem because data use to flow through a guided medium. However where in wireless communication signals flows throughout the air. If someone within the range resonate the frequency of this signal then he can easily scan the sent message. This is prevented by using proper encryption techniques such as stream ciphers and block ciphers. WEP algo that is RC4 algo was also used but was not as beneficial as ciphers. The initialization vector (IV) is more advanced and beneficial. However attacks on them can occur to predict actual keys before the encryption. Such attacks may include statistical key derivation, inductive key derivation, Replay attacks and Bit-flipping attacks. 

These attacks can be overcome by dynamic key management. The most beneficial work don in this record is by the virtue of Cisco. Cisco provide as follows:

1) Message integrity check
2) Per packet keying

3) Broadcast key rotation 

In this regard the most beneficial standards used by Cisco is 802.11x which provides extensive authentication protocol. 802.11 support TKIP, per packet keying, broadcast key rotation and Cisco LEAP. Broadcast key rotation helps dynamic purposes TKIP provides a strong authentication method and LEAP is easier to deploy. LEAP also uses strong authentication passwords. 

However security can be enhanced in terms of its encryption through advanced encryption standards. It contains OCB and cipher block. There is also CCM included in it. These are all encryption techniques. Protected EAP is also included in AES it uses generic token card and EAP MD5 for passwords based authentication. However wireless field is like an enlit object which radiates in all directions and it is difficult which renders to a challenge of securing wireless LAN altogether. Never the less researches are being made to overcome this challenge but hackers are also advancing themselves day by day.
