1. Introduction 
Wire means cable and less means not so without cable communication is known as wireless. Now the question arises from where the sense of communication came from. Actually before wireless there was wired technology for communication and it tinged the sense of communication for wireless. Now there is another question that weather wireless can store information. The devices such as headphones microphones do not store information. This is because no end possesses the property of storing information in the network. While in case of computer networking informations can be stored. While concerning with wireless technology there must be way mean of sending signals. Signals can be air wave signals or infrared. Infrared is a special kind of light signal. Light can not pass through opaque substances. This is also the case with human eyes. Human eye cannot watch through opaque substance as for human eye the signal is also light rays. So the test weather the infrared reachability is there the range of sight is a good tester. The example of infrared device is remote control.

1.1 Wireless Networks 

The substance through which signals are sent is called medium, and the style in which the terminals are connected is called network. This style is categorized on the basis of distance. The distance means range up to which it is applicable. So the networks are categorized as

1) WLAN

2) WWAN

3) WMN

The network is actually concerned with only physical way mean. It is not concerned with actual communication. In physical way mean comes only wires topologies and category of network. While communication serves with real concerned transfer of data.

1.1.1 Wireless LANs 

Wireless LAN means wireless network and communication within a LAN. Now in most of books LAN is defined through distance. While professionally LAN is defined by the standards of equipment used. For example if the cable used for networking meets LAN standards then the mechanism can be categorized as LAN. In wired network the end of wire is simply connected to terminal. This point or terminal can now interact with network. But this can not happen in wireless network, as there is no wire. So the way to interact with network is access point. At this point the waves (radio waves) can be synchronized to access network. Wlan is more flexible because one can roam about freely from one point to another unlikely like in wired cases. For LAN communication normally switch is used with default port RJ45. As mentioned earlier one can roam about here and there but this roaming is restricted to only range of access point, which is in LAN cases 300 feets. This range is also called cell. Now if user wants to move out of this range he or she is connected with other cell and different cells are linked.

1.1.2 Ad Hoc Networks 

Ad hoc network is a kind of network. In this kind topologies are dynamically connected and not static, that is they keep on shifting. But the method is master salve. In this method slave sends information to master. The master also controls shifting topologies. It controls data transfer as well. The example of this can be camera put in building. All cameras send information to central controller called or acts as master. Remember in ad hoc case one-access points could be linked directly but they are linked through master.
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1.2 Wireless Devices 

As wireless can avail opportunity of mobility so the most wireless devices are small so that they can be easily taken from one place to other thus portable. How ever there is wide range of wireless devices. A few examples are text messaging devices, PDAs and smart phones.

1.2.1 Personal Digital Assistants 

PDAs are as small as they can be fit into shirt pocket. They offer services normally office concerned. This may include database of employees and can also serve as address books. The PDAs show communication between different PDAs and also they can be connected to computers. Modern PDAs also provide the facility of internet.

1.2.2 Smart Phones 
Smart phones are also called cell phones. This is because transmitting range of phone is called cell. When user roams from one point to another he or she can get out of range of cell. At this time the user connected to other cell and in this way connectivity is not disturbed. Now day’s cell phones are being integrated with PDAs and can so avail internet through GPRS technology. They are known as smart phones as they possess data processing capabilities.

1.3 Wireless Standards 

Wireless technologies follow a variety of standards. The most benefit of this criteria is that different vendor’s product can communicate with each other. In this session of documentation I will discuss the standard of 802.11.

1.3.1 IEEE 802.11 

This was the earlier version in 1997 and modern versions are based on it. This version was valid for only medium range and higher data rate applications. The frequency of 802.11 was one to two mega bytes per second. In 1999 the later version came as 802.11a and it supported bandwidth of 54 mega byte per second. In 1999 also came another version which was 802.11 b, and it provides bandwidth 11 merge bytes per second. This was the version which is mostly used. As it was most widely used so security problems for this version occurred as most hackers were also familiar to it and their derived hacking methodologies. Another version802.11g supports 2.4 giga hertz bandwidth. Two other versions are 802.11x and 802.11i. The 802.11x provides security a measure according to standard802.11i is still in progress.

1.3.2 Bluetooth 

Bluetooth is a standard used to connect computers, mobiles and PDAs. It has short range wireless connection. As it can connect PDAs so it supports internet. It can be used for hand free devices such as headsets. The band width of Bluetooth is 2.45 giga hertz and data rate or speed is 720 mega bytes per second. It can hold up to 3 channels at a time. However it can also manage preventing for interaction with other devices.

1.4 Wireless Security Threats and Risk Mitigation 

The main security threats are:

1) Device theft: - Wireless devices are handheld and small and so can be easily theft.

2) Denial of service: - On telnet one can ping ISP with large number and size of packets. This keeps the line or path or ISP buisy and stops other parties from concerning ISP, and hence denial of service or refusing of services for other parties results. However the address of such attacker can be noted easily. However with dynamic address of attacker such action can be stopped and this is called distributed denial of service (DDOS).

3) Malicious hackers: - Malicious means bad intentioned. These hackers hack password by using different technique such as replay attack and flip bit attack.

4) Theft of service: - Handheld devices can be easily theft which means theft of their ID.

5) Authorized users: - They are more dangerous than unauthorized. They can supply data to malicious parties for the sake of money intake. They are more dangerous as they know weaknesses of network.

6) Unauthorized users: - They can interact with network by simply synchronizing with radio waves and steel the data which can be confidential as well. They can break the wall of registration or authentication and interact with network

7) Malicious code: - This means code written by bad intentioned person. Such code can be a program of virus. This can corrupt a file badly.

These attacks are numerous and dangerous. Theses attack can be reduced by introducing:

a) Authenticity:- only authorized person should be allowed to interact with network.

b) Nonrepudiation:- the message on receive should not be changed. This can be done by introducing cyclic reduncy check. A third party can also verify it.

c) Accountability:- this means punishing a sinner. This can be done only if sinner (malicious party) can be traced. This can be done by intrusion detection system. This is software that can trace the sinner or malicious person. There is another software that is known to be intrusion prevention system, it prevents the action of malicious parties or persons.

1.5 Emerging Wireless Technologies 

Previously handheld devices were not so widely spread because of limited functionality. The more the functions the more the power required and handheld devices have short battery. But as the technology progressed more functionality could work even with short power requirements. Thus handheld devices became popular and emerged with their fate. For the increasment of this functionality handheld devices are being merged. For example mobile phones also have now PDAs. So they are available with internet as well.

The standards are also being merged for the sake of multiple functionality. For example now a days mobile phone also have GPRS, GSM and MMS. The use of mobile phones has increased greatly. The growth rate is far more in Pakistan than India. If this growth rate maintains there will be 50% of sim holders irrespective of someone may have 2 Sims in 2009. Besides increased functionality companies are making technology more and more efficient. From efficient we mean less cost and more output. By this mobile phones are becoming cheaper and cheaper and available even within budget of poor people. Other handheld devices have slow growth rates due to literacy confined nature and literacy rate is low in Pakistan. For example text messaging is required by literary people. Furthermore these technologies are now available in mobile phone so no need to purchase messenger.

1.6. Wi-Fi
Wi-Fi is abbreviation of wireless fidelity. It holds the version of 802.11a, 802.11b, and also can hold dual version at a time and itself is a standard. It can be defined as set of standard used for wireless communication. When a brand fulfills requirements of Wi-Fi it can gain its certificate. This is term as Wi-Fi certified. If a brand is Wi-Fi certified it can interact also with others brands having same certification. Our Wi-Fi certify brands can use access points of any brand. How ever there is flexibility in Wi-Fi certified. They can interact with non Wi-Fi certified as well. But having the same radio frequency. Previously Wi-Fi standard was used only for 802.11b but now it has expanded its range so more range of interoperatability of standards is there.

Wi-fi was founded by alliance and now it satisfied 802.11 family. In earlier 2000 it became much popular and was used in more wireless devices. In early days laptops could gain Wi-Fi access by inserting a Wi-Fi card the later version of Wi-Fi is wimax. This version is with improved distance range where it can create communication. Wi-Fi will be discuss later on with detailed Wi-Fi earlier was use for mobile services and WLAN’s. Remember wireless LAN is for short access and mobile is for long access. Now it has enhanced its long access with the availability internet. The internet access is by the virtue of PDA when placed with in the reach of an access point. The group of one or more access points which covers the earth region is called hotspot.

Earlier there was a narration of alliance related to Wi-Fi. This alliance was between Wi-Fi an enter brand corporation. Phil belanger of Wi-Fi alliance set the style of logo was invented by interbred. He also narrated that Wi-Fi was founded by the members of Ethernet compatibility alliance this is now turned as Wi-Fi alliance. He emphasized that they wanted to improve economic value of 802.11 families. The wireless fidelity was then modified as standard of wireless fidelity. But this idea was then drop due to confusion gained by customers between two brands. This was because wireless fidelity became famous and customers have to be confused with the standard for wireless fidelity. 

1.6.1 Wi-Fi cell phone    

A cell phone can communicate between cells and Wi-Fi VOIP during the process of conversation. A Wi-Fi LAN acts as a repeater of cellular phone. This repeater strengthens the signals of a cell phone. If the connection with cellular repeater of a cell phone is broken there is disturbance in a communication. The communication breaks and the phenomenon is called line is dropped. Drop is the problems in the large cities where there is dense building structures which proved to be barriers for signals. This case is also for steel doors, steel proved to be barrier for signal passage. A drop out phenomenon can also occur when persons roams from outdoor to indoor, because connection with repeater breaks due to building barriers. This can happen even in the repeater range this problem is solved through Wi-Fi technology when there is danger of call to be dropped out the call is shifted from normal cellular network to Wi-Fi VOIP. The Wi-Fi is short ranged and if now user walk out of the building and also out of range of Wi-Fi then control is returned to conversational networking. 

1.6.2 HISTORY  

In 1991 Wi-Fi was invented by NCR Corporation. Initially it was commercially used for cashier system with speed of one mega bytes per second to two mega bytes per second. Vi Hayes is the father of Wi-Fi his team was working on standards of 802.11 families. In 2003 he retired his post from the company of  agree systems. Agree system was engaged in strong competition of market. The member of company favored cheap products of Wi-Fi to compete in competition. However their 802.11 family could not get popularity in market so company decided to exit it’s services in 2004.

1.6.3 How it works

The Wi-Fi network is composed of one or more AP’s and one or more clients. A SSID is broadcasted by an AP through packets. The packet of Wi-Fi is beacons the speed of data rate per second of beacons is one megabyte per second. This is slow speed and size of beacons also small this all together helps to improve the quality of beacon is then much efficient. in this kind of  network the low speed is one mega byte per second so the client can get at least one mega byte per second as between clock rate speed and band width the lowest is the network. However there is another drawback that wi-fi can connect to one AP of same SSID at a time. This means that if two AP send in request for communication then AP with stronger signal is chosen. This removes conflict of SSID and keeps distinction between them. There is much flexibility of connection criteria and roaming of client in such kind of network. This is strong advantage of wi-fi but there is one restriction in it , and that is one adapter should perform better then other. In coming time wireless cards used may increase, which will be controlled by operating system. Of course card is hardware level configuration and hardware always controlled by HAL (Hardware Abstract Layer) of operating system in future Microsoft product soft MAC is expected. This will give control of roaming criteria totally to operating system. When wi-fi transmits in the air looks like a none switched Ethernet network.

1.6.4 Wi-Fi verses cellular

It is the common thinking of now a day’s people that wi-fi will replace cellular networks such as GSM some hindrances for this are: 

1) Missing roaming 

2) Missing authentication

3) Limited bandwidth 

4) Short range

However later version of wi-fi that is WIMAX is a stronger candidate because it has longer range. However wi-fi is ideal for VOIP because it works with short ranges LAN’s when the user is within the building. With the advancement of technology and updated markets they are offering VOIP phones in less cost.

ANNO has started opening its wi-fi VOIP services to their customers. Since VOIP is cheap to the extend of free ISP’s can avail it and are expected to do so. GSM phones have integrated wi-fi and VOIP have also started this remarkable technology. They can replace wired phones due to its cheapest nature.

However this is the effect that wi-fi cannot compete cellular phones because of their more range of multiple functionalities as well as multiple standards. Furthermore due to limited range of wi-fi it can be very expensive for global use. Thus it can be concluded that they are only good for buildings that is WLAN for example a business use building interior.

1.6.5 Commercial wi-fi

Commercially wi-fi can be used even in less cost businesses because it is cheapest for example internet café’s and coffee houses. The airports of world can communicate through this technology. However as it is short range so one network has to be connected to other and so cellular system will be more useful.

1) Ozone and ozone Paris in France have established their network using this technology.

2) In USA this is being successfully deployed for airports. Universities and internet cafe’s. 

3) It is being deployed in star bucks in USA and UK.

4) Pacific coffee shops in Hong Kong also use this technology.

5) In Columbia rural associations also use this technology.

6) In USA boingo and way port largely use this technology

7) Sify Indian ISP is also using this technology.

8) This kind of network is widely spread over Brazil.

9) Link repository using this technology usefully.

1.6.6 Advantages of wi-fi

1) It does not need certification for use of radio spectrum.

2) It is a wireless technology and does not need wire. This provides facilities where wired networks are not available. Furthermore it saves extra expenses of digging earth and spreading wire and wire individual expenses.

3) Its products are easily available in the market.

4) As it is easily available competition between products venders has lowered its prices.

5) Wired technology does not allowed roaming because telephones are fixed to wires not too long for free movement, but this wireless technology allows free movement.

6) The degree of encryption is different so different lines cannot interact with each other so the net result is integrity of message and less noise.

1.6.7 Disadvantages of wi-fi

1) It can be resonated by amateur radio and so frequency can reach beyond the limits of a router that can damage router. 

2) Its attributes are not symmetric all over the world so it can damage interoperatability.

3) The two point four giga hertz band width of 802.11g uses multifunctional. So the user can jump over other frequency which can decline its performance.

4) More power is required to be consuming for such a standard. If more power is burned then more heat is produced which is harmful for battery.

5) The encryption is use which is not very special but common which makes hacking criteria easy.

6) As discuss earlier wi-fi has short range. For example 802.11b and 802.11g have a range of  45 meters indoors and 90 meters outdoor.

7) It can have interaction between close or encrypted AP and open AP. The open AP cannot thus have interaction with other open AP.

8) There are access points in the network besides users, and so the data can be stolen frome these excess points.

9) Interoperatability is possible for brands of standards usually and this causes limited connection or lower speed.

10) Malicious parties can avail free access points.

1.6.8 Wi-Fi gaming
1) Gaming consoles and handhelds are compatible  with wi-fi standards. 

2) Nintendo was the first company to have the wi-fi standards or compatible hardware with wi-fi standards it is the gaming company.

3) Nintendo declared that future evolution expected will also be compatible with wi-fi. Its product in future smash brothers will be a famous one.

4) The PSP handheld devices used in games can be connected to hotspot which is actually an area of AP’s of wi-fi covered geographically. However it is mentioned earlier that wi-fi is a high power consuming tools which generate extra heat in this case there is a button to put it of f  and stop power consumption.

5) Its network can be used to play online games in which two different players can be off side.

1.7 WIMAX 

It is the abbreviation for world interoperatability for microwave access. This organization was founded in 2001. it uses the standards of 802.16 wireless broadband. Actually that has increased its range. Now it can operate over a huge campus over a mile and even many miles. The products that can satisfied operations between 802.16 standards can gain its certification.

The advantage of this certification is that two products of this certification can communicate between them by sending and receiving packets and also it has great range.

1.7.1 Uses of WIMAX

It can be used for Metropolitan Area Network (MAN) by connecting different hotspot of wi-fi and also other parts of internet. So this technology wired (cable) technology for connectivity. The standard of 802.16 can provide connectivity over 50 Km and also the two users should not be necessarily with in line of sight. This is because instead of infrared it depends upon radio signals. Its speed or data rate is up to 70 mega bit per second. This is enough to hold 60 businesses at a time with T1 type connectivity from domestic point of view it can hold thousand homes at the rate of one mega byte per second and DSL level connectivity. However practical applications as absorbed show rates between two megabit per second to five hundreds kilobit per seconds. This also depend upon this standards application area conditions.

It is thinkable that wimax will be providing in future the prevention criteria for penetration between the broadband service of VOIP , video and internet access when they are been carried out at a time. Most companies are researching over “Last Mile” criteria of WIMAX. This will allow further improvement. This can then replace the traditional cable telephone. However even now where the telephone facilities not available WIMAX is the available facility within the limit of cretin range home unit that are not beyond the size of a book are now available. They are easy to install and can also provide services of both telephone and network. 
One may wonder there is also a beautiful characteristic of this standard. That is the antennas of WIMAX can interact and involve in the networking of  mobile phones. This is carried out without harming or disturbing the cellular phone functionality. Telephone companies can be certified for WIMAX and avail its service for connectivity and communication. They can have the benefit of much improved service packets called beacons of WIMAX if they are with in the range of WIMAX. An optic fiber can be applied to internet backbone which can be connected to WIMAX. In phase of backbone directional microwave link can also be applied.

Some cellular companies are thinking of deploying WIMAX for the purpose of increasing band width. A mobile holds different applications and can be applied where more data needs to be produced through increased bandwidth. In the remote areas its applications are of less cost and so can be applied successfully in urban areas where T1 is expensive enough to be avoided.

In developing countries such as Africa there are less telephones and net of cables is also less. The cost start up with a cable network will be much high then simply integrating WIMAX with existing cellular towers. The low expenses and low population density supports this idea its range of thirty miles is also good. The difficult geography in cretin areas for cable spread also demand for the initiative of WIMAX to be used successfully. The deployment of WIMAX does not need heavy labor of digging earth and spreading cables. It is also effective and decentralized.

Wimax can also occupy space in the area of gaming. Sony and Microsoft companies are researching to add WIMAX In gaming console. This will allow players to play online with other players not even within the line of sight. This will if applicate allow to adapt WIMAX to great extend. As money will come by this commercial use of wi-fi will improve to great extend in functionality range and ad-hoc mesh networks through this money.                

1.8 Telecommunication

Tele mean far and communication mean exchange of data over a network. Far will of course be related with long distances. So exchange of data over a network spread over long distances is called telecommunication. A message has to be traveled a long distance so something can be lost in the way. The title of telecommunication may include radio telegraphy, television, telephone, and computer networking as in all these message travel a long distance. 

The system of telecommunication is composed of four components: 

1) Transmitter

2) Medium

3) Channel

4) Receiver

Of course message cannot be sent without encoding it into signals forms. This functionality is performed by transmitter. The signals are of physical nature. The medium takes the signals and directs them in a path from sender to receiver the receiver has the potential to decode the message so that message can be understood. In other words encoded message is converted again into understandable message. The examples of receiver can be eyes, ears, or other sensory organs. The conversions of encoded message to message is done by human brain. 

Telecommunication can operate in three modes.

1) Unicast

2) Broadcast

3) Multicast

1) unicast:- when message is sent from point to point and from one sender to one receiver this mechanism is called unicast. For example someone saying something in the ear of some body.

2) Broadcast:- it means a message sent for every one. For example PTV news broadcasting is a good example. There are two types of broadcast.

a) Guided 

b) flooded

in guided broadcast messages receivable by every one but it is actually for a special person. In flooded broadcast every message is for every one. 

3) Multicast:- in multicast sender send messages for a group of receivers for e.g. a teacher scents message for BCS students.  

In human telecommunication physiological of perceptions must be taken under consideration. These factors can also tell and inform engineers a lot in research of what distortions can be tolerated in the signals, e.g. in human mobiles communications noise that human ear cannot hear can be tolerated.

1.8.1 Examples Of Human Telecommunication:

Telecommunication can be simplified by a simple example of human conversation. Let a start with this example. The message is a set of words that a human wants to convey to the other persons the transmitter are the things that shape the message into signals that is encode the message. Such things are motor cortex in the brain the vocal cord the larynx and the mouth. The other then the message voices are called noise. 

Other human receive the message through ear auditory system, the auditory nerve and the language area in the brain. These all help to decode the message and convert from signals to message thus are called receiver. The range of voice carrying of media that carries signals is known as band width or channel. The more the band width the more the source signals will carry. e.g. phone has less bandwidth for whole signals. Man speaking and background voices not thus reach to the receiver. Bandwidth can be compared to a pipe through which water (Data) can flow. The capacity of this pipe to allow flow of water is called bandwidth. The air in this example is the media. 

Now consider WLAN. It is similar fashion transmit signals through air. As the signals are radio waves they do not acquire line of sight as it happen in infrared (IR). AP have a wired connection to an Ethernet network and are called as base station. These radio waves can travel over hundreds of feet and when the signals goes weaker it is strengthen by a repeater. Remember signal is a kind of energy that can be transfer from one type to another but cannot be lost forever. Although after some while they become so weak that human ear can’t listen. These signals can overcome none metal barriers. Like mobile in WLAN for a roaming person AP’s can be shifted.

The wi-fi LANs the most frequently use standards is 802.11 generically known as wi-fi logo. Modern laptops contain by default wi-fi adapters but can be added through PC’s slot or USB port. These adapters are then inserted into USB port or card slot. Wi-fi AP’s a generally by default present in broadband routers. This can serve for both wired and wireless connectivity. However the restriction is that network should be small like LAN.

1.9 Wireless LAN

In wireless LAN user can be within the same room or in different rooms that is not in the line of sight. The signal is sent there for through radioactive wave. WLAN is actually wireless local area network which can be supplied over a number of room of a building use for business office this network can range from single room to entire campus. however the system is not entirely wireless the backbone of the system is made  up of cable. This cable can be optic fiber. The access point wirelessly connect to this cable. This type of network is most common in business areas where the one building is the whole office can be a unit of business. WLAN is difficult but it has other much benefit due to which it is fastly growing. It has already shown the business of 0.3 billion US$ in 1998 and 1.6 billion US$ in 2005. WLAN are also being installed in universities, airports and other major public places.

The low cost of WLAN such as wi-fi has spread over homes as well. However in England this can hold conform business to the extent of airports only. The business opportunity will be found in health areas, corporate offices and sub areas of major cities. New York has begun to use this kind of network extensively in different fields. 

Previously WLAN hardware was expensive enough to stop its deployment except for where cable network was not spread and due to geographical position and shape it was difficult to spread cables. Such places could be old buildings and class rooms and the range of 802.11b was only 30 feet. The small range could be applied to smaller buildings. Butt now these hardware gone cheaper and can be used for none commercial areas such as homes. As it is a kind of network and can connect father’s Pc with rest of the family Pc’s in home.

In past is the development was only about solving problems of industries but in ending 1990 these criteria were replaced by standards such as 802.11 family and ATM of bandwidth 5 giga hertz and hyper LAN has so far not succeeded in England. The 802.11a and 802.11g also have not gain fame in London.

Wireless technology has no method of default security, and this is becoming an issue especially in England because England has adapted this technology to far extent. Thus broadband ADSL are now working with based station ADSL the new coming laptops are also adapted for this technology and they have built in slot and card for WLAN technology. Thus UK laptops have built in WLAN technology without any extra effort and can broadcast to nearby laptops.

Wired technology is more efficient in security because waves are not openly spread in air. Thus wireless engineers earlier look for wired equivalent privacy (WEP). But this could provide a minimal range of security due to many weaknesses. To solve these problems wi-fi protected access security protocol came later on. The abbreviation of which was WPA. The modern or next generation of WPA was WPA2. This was based on 802.11i which is in progress. The WLAN can be secured by using different softwares such as ssl and Ssh. Also for security purposes several kinds of encryption software are also being used.
Now a days operating systems such as LINUX, MACOS and MS WINDOWS XP are becoming as common in domestic life as standard. These can hold wireless base station very easily and further internet can be connected to these base stations. However no expertises are involved in setting such a setup, someone in the range can also share this internet connection. This may be steeling of internet services as the owner does not know what is happened with its internet connection. However this can happen only if owners computers automatically selects a nearby wireless network. These days it become has a routine to leave access points open to every one as common as these AP’s can be found on road. This is due to lack of expertise in setting wireless connections. The bandwidth can also be freely shared and this could endanger nastily future of internet using WLAN technology. There are few methods through which home WLAN’s can be secured. For example default gateway can be changed because every one knows it. Actually this address can be use on telnet to access one’s router and pick up confidential information. In WEP encryption key should be used to access the message. This key will be known by an authentication person only.

The bandwidth of 802.11b operates in high band width and that is 2.4 giga hertz. The cordless phones have also high bandwidth due to nature of operations and so the two band width can mix-up resulting in lack of integrity of message. This can be prevented by further elevating bandwidth of cordless to 900 mega hertz or 5.8 giga hertz and now this will not mix-up with other band width. However wireless routers have the ability to operate in different channels. Out of which channel 11 is the best for wireless access point.

1.10 Types of operations                       

Peer to peer and ad-hoc modes

Peer to peer means point to point so direct communication between two points is this phenomenon. In ad-hoc modes two devices with in the range of operatability can communicate, but as the communication is from point to point there is no central access point. In spite the communication is direct, and immediate to next point. This method can be used to connect one PC to other so that one can share the data and internet of other. In net café’s this configuration is most common.

Infrastructure Mode

This kind of mode can be used to connect a wireless network to wired Ethernet network. Ethernet network can be used for LAN and is wired. This network can be connected to antenna’s which catch radio waves which is basically wireless. This also required inclusion of access points, as it is a huge setup. 

1.11 Bluetooth
This kind of network is also called wireless personal area network, because it is a short range and can be used for personal purposes. This was started by Bluetooth special group in 1998. The members of it were brand likes Eriksson, IBM, Intel, Nokia, and Toshiba. It is an open standard that can hold almost all kinds of wireless handheld devices. It can communicate digital voice and data, type of operation is peer to peer or point to point. Bluetooth initially started with mobile phone application. In mobile picture could be transferred from one mobile to other with in short range and also out of sight using Bluetooth.

1.11.1 Introduction of Bluetooth
A Bluetooth mobile has radio waves. It consumes less power but is also short range from 10 cm to 10 meters and 100 meters as well. The transfer and also receiving functions are performed by single chip which is cheap. Bluetooth allows communicating two devices even they are not in the same room but within 100 meters. This range is depending upon the power of product. Power ranges are divided into three classes:

1.11.2 Bluetooth applications 

1) a Bluetooth is use to establish network between desktops and laptops and where little band width is required. It is also used in desktops around space to use in network. 

2) It is also use in peripheral or accessories of a computer such as printer, mice, and keyboard. These articles can be connected to computer without cable using through Bluetooth radio waves. 

3) The cell phones now days also contains this technology. This enable theme to connect with computers PDA’s and various hand free devices. Although it is short-range but can provide support for long range WLAN’s .

4) It also helps transfers of files such as images and videos between mobile phone, PDA’s and computers.

5) This can be successfully applied to transfer data to and from computer from digital cameras and mp3 players.

6) It is used to set headsets of mobiles and smart phones.

7) Substances use for testing are configure through Bluetooth.

8) Certain medical equipment also needs this technology. 

9) The transfer of GPRS data accurse due to Bluetooth.

10) Its applications are also used in cars.

11) Some objects communicate with computer through Bluetooth.

12) For remote control Bluetooth can be used instead of IR, it will enhance its potential.

13) It can be used in equipment which is used in hearing.

14) Bluetooth is being used for gaming purposes such as sonny play station.

15) It is used for transferring ECG reports to computer.

1.11.3 Specifications
Its speed is 720 kbps. Its range is from 10 meter to 100 meters, but under meter requires power boast. Bluetooth uses omi directional radio waves. As it is not IR so it can communicate between two parties which are not even within line of sight. It can overcome none metal barriers. It can transmit at 2.4 ghtz band width. It can also use hoping algorithm. This an algorithm by the word hoping which means jumping. Jumping means increasing frequency to high rates, so it can be increase to 1600 times per second. In some other frequency comes with same range in the way, transmission is not affected but speed slows down. 

1.11.4 History and specification and feature
This technology was first developed by Eriksson. Later it was improved by the Bluetooth special interest group. The announcement of this group has taken place in 1999. It was further develop by sonyericsson, IBM, Intel, nokia and Toshiba. This was joined by many other companies as members of it. This mainly uses 802.15.1.

1.11.5 Bluetooth 1.0 and 1.0b
Initially the version of Bluetooth was 1.0 and 1.0b, but they had many problems. The interoperatability between its products was another problem. These versions also had Bluetooth hardware devise address which is abbreviated as BD-ADDR. This address used to be transmitted in hand shaking process. The service such as consumeriam was a problem in these versions.

1.11.6 Bluetooth 1.1
1) Many weaknesses of earlier versions were removed in it. 

2) It could hold none encrypted channels.

3) It possessed RSSI which stands for receive signals strength indicator.

1.11.7 Bluetooth 1.2
This was later version of 1.1 and had much improvements and was also compatible with 1.1

a) it contain adaptive frequency hoping spread spectrums which could get rid of hoping algo and its crowding nature.

b) The transmission speed was high.

c) It contain for the improvement of voice quality: Extended synchronous connections (ESCO). This is done by retransmission if any packet is corrupted.

d) It also contain host controller interface (HCI). It provides support for UART.

e) HCI also posses two tuning informations.

1.11.8 Bluetooth 2.0
This version is compatible with previous versions the main improvement in it was EDR: enhance data rate. The speed was 2.1 megabit per second. The effect of this speed was:

a) Three times faster speed could be ten times in some cases.

b) Lower power consumptions and so less heat was produced.

c) Multilink could be simplified due to more band width.

d) The bit error rate (BER) was less.

1.11.9 The future of Bluetooth 

Engineers are researching and also people also thinking of betterment in Bluetooth. The next generation of Bluetooth will be able to provide even faster speed and increase range. The band width of this generation is also expected to be improved further. These improvements can make wi-fi disappear. But there is also hope for wi-fi that it will be cheaper and power consumptions will be low, and this can save WI-FI. How ever as both the technologies are improving it is much difficult to say some thing about future. Both are strong competent, and there is no clue who will win this competition. A Bluetooth is advancing through headsets and WI-FI area of progress is purely internet so this thinking is valid that both will exist in future due to different jobs available to theme.
1.12 Router 
A router is a substance that gives route to data from source to destination and the process is known as routing. In OSI model routing is present on layer three from bottom. This layer is known as network layer, and this layer does sorting and distribution according to respective messages assigned to different destinations.

1.12.1 Functions
Routers are like intersection which means from taking something common. In other words router x as a junction thus communicating two networks this is unlike a switch which is a path defined and also it is use in LAN one can briefly describe the difference between two as switch can be compared to streets and router can be compared to connecter of these streets. On each street every home has address more generically we can say that has a block. In the same fashion switch connects these houses or devices and each device can be compared to house address that is it has its own IP address. However a switch knows nothing about these addresses. Now consider an example: sub streets connected to a major street and the connection is carried out as switch does. The router has routing table. In this addresses of path. So best path is chosen. In switch switching table is present in which destinations are stored. So if there is no destination address is found in table it will simply broadcast the message. This means switch broadcast for first time. Then destination address is stored in switch table. The first time broadcast can be sniffed by a sniffer program.

Router is a combination of LAN and WAN. At one side it is connected to antenna which catches radio waves for the purpose of WAN communication. At the other end it is connected to switch which combines all devices in LAN like the example sub street connected to big street some times modern technology enables us to have a single box having both router and switch, so that work is simplified. This big box is known as multiple port routers. A router can be connected to other router through radio waves and antennas and in this way packets are conveyed over WAN. This routing is through routing protocols. A protocol may be defined as a set of rules and regulations needed to communicate between two devices over the same layer of OSI model. The router also maintains a routing table.

1.12.2 Types of Router
One of the type of router is dealing NAT router. Its main usage is mainly with in homes and small office networks. During the period between 1970 to 1980 small computers also use to serve as router. However specific networking purpose computers came as router. As these were specialized for network some extra hardware enable to perform functions like fast packet forwarding and also an important function called IP encryption.

In such routers other improvements were also made which caused more reliability. This was ensured by using DC power instead of line power. Other attribute was the method for program storage was solid state instead of magnetic storage. Nowadays routers are like telephone switches. They are also focusing on the technology of telephone switches. These routers can replace home use small routers. The router that connects client to internet is called edge router. A router that is purely used to connect routers and transmit data between them is called a core router. For example a router used in ISP.

A one armed router is a router used to route packets in the virtual LAN. However router is normally used to connect two networks. In one armed router multiple links are attached to same physical link at different places. In mobile ad-hoc router is built in that is packets are routed by host itself. Whereas in wired networking there is single router for whole network. In modern days LAN switches are developed for many routing functions. Layer 2 and 3 of OSI model from bottom have switches which can route the available packets.

There is another application of routers. They can be used as internet gateways. But this has the limitation that they can be used for small networks for example used in homes and small offices. But this is the facility for where internet connection is always kept on like broadband. They are truly routers because they connect 2 networks: WAN + LAN. They also have a routing table which is in true routers. The protocol used in them is RIP. In homes this kind of router is not much implemented because it is difficult to implement both LAN and WAN in homes. These routers also provide services like DHCP, NAT, DMZ and firewall. Some times these routers can take out some special kind of data out of normal data. These also provide virtual public networks. This can be used with a cable modem on DSL modem but these can be built in.

1.13 Short description of standard
In standard of 802.11 there is the description of medium access control (MAC).

1.13.1 The MAC
It provides the following services

a) authentication

b) deauthentication

c) privacy

d) MSDV delivery

e) Association

f) Disassociation

g) Distribution

h) Integration

i) Reassociation

1.14 Stations can operate in 2 configurations
1) Independent configuration

In this case one station is connected to other directly. No infrastructure is installed. This is also called ad-hoc networks. As it is a simple connection between two parties it is easy in operatability. However the range is short. Such configuration supports basic service net. It operates without ESS.

2)  Infra-structure configuration

In this case there is inclusion of access points, and parties instead of direct communication communicate through access points. The pattern of access point service is BSS. The BSS are combined together to form extended service set (ESS). The standard of 802.11 is defined only for air interaction between two stations. This can be directly between stations or through access points. However in distribution system connecti8on or bridging is in between two network systems such as bridging between 2 LANS and in LAN networking is through cable.

The 802.11 and the family standard provides above mentioned functionality and the criteria for roaming within an ESS. It also provides different data rates in BSS. It also provides the facility of switching of the transfer and receiving criteria thus saving battery and also reducing heat due to power consumption. Instead of MAC the protocol used is carrier sense multiple access with collision avoidance(CSMA/CA). this is done by enhancement of MAC by using the SDL which has gained standard level by the international telecommunication union.

1.15  The physical layer
The standard of 802.11 and family provides two physical layer of OSI model for radio waves that have a range of 2400-2483.5 MHZ and one for infrared. There is also help for hopping algo by frequency hopping spread spectrum radio phy. The speed of this phy is 1MBPS and 2 MBPS for operational operations. The former uses 2 level Gaussian frequency shift keying and the later uses 4 level Gaussian shift keying as the speed is doubled in it. There is also phy without hoping facility and this is known a direct sequence speed spectrum radio phy. This phy is categorized between two versions. One uses the speed of 1 MBPS and other uses speed of two MBPS. The former uses differential binary phase shift keying and the later uses differential quadrature phase shift keying. These two phy were related to radio waves and now one for infra-red is known as infra-red phy. The speed of this is 1MBPS and also the optional functionality one is 2 MBPS. The former uses pulse position modulation and the later uses PPM. Each phy can avail state diagram to describe protocols.

1.16 WEP Technology
WEP stands for wired equivalent privacy. This mechanism has been noteworthy to encrypt WLAN signals for the sake of security. Many organizations however avoid using this technology because of difficulty in management and configuration of WEP key. Some groups also came to know other weaknesses of WEP, especially attacks by malicious parties are more and security by such mechanism is less. So users should think of additional security layers beyond WEP. However this must be thought where more security is needed.

In short users should rethink of being conventional and not updating for security. Some users have finished or postponed WLAN deployment due to WEP concerns. Due to developing hackers technology and method to steel data in near future users will be needing extra security might be through firewalls and virtual public networks. In 2004/05 it is expected that WLANs will connect to network through special gateways which will be able to provide security algorithm facility of roaming and quality of service.

1.17 Steps-securing WLANs

Step 1: Audit:- in modern era wireless is being used instead of wired network. This however has weaknesses mainly that people can interact with it’s network through access points and unwanted AP’s can be created. Such AP is known as rogue AP. These rogue points must be traced so as to be terminated or treated as the policy of organization says. In other words organization should be capable of deleting WLAN and access points by such companies that are capable of monitoring network. Such products could be sniffer technologies and wild packets. However this approach has limitation and that is it acquires the administration to be within reach of wireless signals to detect the packets. By the year 2002 vendors will be heaving capability of detecting far access points built-in in their networks. The vendors are researching on it are three companies. The number of access points can be limited by regular audits after short period of times.

Step 2: Authentication:- As webpage standers are vanishing day by day due to its natural weaknesses, one should take under consideration radius for wireless LAN users. It emphasis on authentication.

Step 3: Confidentiality:- Many organizations will not requires beyond step 2 but this is also important to keep message secret. Keeping message secret is known as confidentiality.  
1.18 Deploying LAN-based VPNs 

Deploying LAN-based VPNs is not a simple or inexpensive proposition. Many users currently have existing VPN gateways deployed for remote-access connectivity. Although users may initially be able to adapt these existing products, scalability will quickly become a notifiable factor. Current VPN devices are capable of terminating anywhere from 40 Mbps to 100 Mbps of Internet Protocol Security (IPSec) traffic (running 3DES encryption and SHA-1 hashing with already dominated small packets)--an amount sufficient for remote-access users connected via dial-up or cable/DSL modems. VPN gateways will be less scalable when terminating 802.11b, and more so 802.11a, traffic as each user requires 1 Mbps to 10 Mbps. With 802.11b networks and basic corporate applications (such as e-mail and HTTP), users should plan on a ratio of 300 to 500 users per single VPN gateway capable of 100 Mbps throughput. This ratio will decrease to approximately 100 to 200 users per 100 Mbps gateway as the application bandwidth requirements increase or access points migrate to 802.11a. Concerns associated with the VPN approach include the cost of additional gateways ($10,000 to $50,000), lack of client support, limited roaming (due to fixed termination devices), and the loss of management control (due to tunneled traffic). 
Major WLAN vendors are hurrying to provide solutions, which include proprietary implementations of WEP, firewalls, intrusion detection system, and VPN capabilities. A new generation of vendor (for example, BlueSocket and Vernier Networks), aiming to solve the mobility, security, QoS, and management problems associated with wireless LANs, has also emerged, though products remain in early stages. META Group anticipates that vendors will follow a multifacial approach to defining the future of WLAN security--initially focused on integrating VPN capabilities directly into the access point, and the program WLANs based on the 802.11 architecture have consistently proved none secure.
1.19 IEEE 802.1x, a port-based

Is 802.1x the answer to his 802.11 WLAN security troubles this was narrated by Seamus Phan focused on fixing the faults associated with WEP. 

The wired equivalent privacy (WEP) encryption scheme on 802.11 WLANs has consistently proved insecure, often unable to block out even novice hackers. 

WLAN, however, is moving steadily and fastly ahead, with enterprises believing that a viable security scheme can be found to plug the loopholes. 

One technology that is seen as WLAN's security is the IEEE 802.1x, a port-based network access protocol recently proposed by IEEE and several vendors for imposing security on WLANs. 

1.19.1 Port-based 
A key of 802.1x is its infrastructural independence. Unlike other authentication and network access protocol, 802.1x authenticates users to a physical network regardless of the networking protocols the user is connecting from. 
802.1x is a simple mechanism, which deals with only, simple low-level information such as authentication and not high-level protocols such as SMTP, POP, HTTP and other client-side applications. This theoretically ensures higher security for connections between wired and wireless clients to a server. 

The client connects to the server or access point, and signifies a challenge, which the authentication server verifies against a predetermined algorithm. Once authenticated, the port restriction is lifted, and the client can utilize all the higher protocols such as HTTP, SMTP and POP. 
1.20 Extensible Authentication Protocol
Specifically, the client sends an Extensible Authentication Protocol (EAP) start message to the access point, which in turn requests an ID from the client. The access point then forwards the details to an authentication server, which consequently sends back an accept or reject message. Once accepted, the access point validates the client's authorized state, and admits that beyond the access point. 

To solve the compatibility issues with legacy and other matters, there are vendors hard at work in helping to launch add-on utilities that allow older and alternative.

1.21 Sniffer programs
When engineers think of wireless-local-area-network (WLAN) test equipment, spectrum analyzers often come to mind. They may even picture oddly named "sniffer" programs that are used in conjunction with these analyzers. In addition, engineers may visualize the use of theasures devices that can simulate test scenarios in which a wireless device-under-test (DUT) appears to roam from one access point to another.
1.22 Roaming 
Roaming is critical to the smooth operation of any wireless device that switches between access points during a transmission. Yet it isn't an easy scenario to test. Timing accuracy is a big problem. Testers of wireless-LAN switches, for example, need to know precisely what steps occur as a roaming device leaves one access point and is associated to another. This simple transaction affects both the physical (Layer 1) connectivity and media-access-control (Layer 2) frame configurations. While spectrum analyzers, "sniffer" programs, and theasures constitute one approach to WLAN testing, they do not provide an accurate information of many potential problems.

1.22.1 Handling a roaming scenario

For another example, check out how a common roaming scenario would be handled by the WaveTest system: First, a test scenario would be constructed using the WaveTest software program. The first portion of a suitable frame would be sent out via a test point. The next frame would be sent from a second test point for transmission. To the DUT, however, it would appear as if the station had just roamed.

1.23 VeriWave's WaveTest
A new picture of WLAN test equipment is now emerging, thanks to the introduction of VeriWave's WaveTest WLAN Verification System. This hardware-software system follow the features of today's best wireless devices: compactness, mobility, and multi-functionality. Originates from a Portland-based startup company nestled in the heart of Oregon's Silicon Forest. VeriWave's development team consists of protocol, validation, and test experts from major vendors in the WLAN industry. The announcement of its first product—the WaveTest 1000 System—marks the company's official entrance into the rapidly growing market of IEEE 802.11 test equipment. 

1.23.1 Need

Why is a new type of WLAN test system needed? To answer this question, Rick Denker, VeriWave's Vice President of Marketing, suggests looking back at the early years of wired-Ethernet-LAN development: "Back in the 1980s, Ethernet throughput rates varied dramatically across vendors. The market for Ethernet systems didn't really take off until the supporting test equipment became robust enough to differentiate performance characteristics between competing Ethernet products." Once throughput and other measures could be guaranteed, corporate users bought into LANs in a big way.

A similar argument can be made for today's wireless-LAN Ethernet market. To bridge the gap between early WLAN adapters and large corporate users, equipment manufacturers must gain high levels of security, reliability, and performance. These demands, in turn, sport the idea of development of better wireless-local-area-network test equipment. VeriWave's WaveTest 1000 System claims to be just such a product.

1.23.2 Advantages 

In the WaveTest system, all of the individual test-point units can be synchronized together. This characteristic greatly enhances the timing accuracy of the entire system. Furthermore, details of the test setup plus the resulting data can be captured on the computer. Everyone in the DUT product-development cycle can therefore have access to the tests. This group might include the designers, manufacturer, quality-assurance team, and customer support. This capability also makes it possible for problems at a customer site to be captured and reconstructed in the lab, thereby providing a great diagnostic test tool.

To facilitate the use of sharable and repeatable test results, WaveTest supports standard Packet Capture (PCAP) files as well as its own proprietary log format. Using the proprietary format, which contains critical sequencing information, the user can capture network issues at a customer site and then recreate them in the developer's lab. This aspect has a variety of uses. A wireless-LAN-component supplier, for instance, can use WaveTest to quickly demonstrate a previously  network problem to a primary equipment vendor.

Each test-point unit may act like an access point, NIC, or—for that matter—any 802.11 device. A test-point unit takes under consideration multiple processors in addition to the RF subsystem. As a result, every test point functions as a programmable protocol box (FIG. 2). , the test points interact with the DUT in order to verify complex protocol.

The WaveTest system offers many unique testing capabilities. It provides a level of timing accuracy that is sufficient to test all of the 802.11 timing parameters. Spatial tests are there to test even the most complex Wi-Fi features like roaming. Tests also can be fully recorded and recreated for later analysis in the development lab. Finally, each test-point unit can make frames collide on the fly by causing protocol violation and frame errors wherever they are desired.

The WaveTest system is available with both standard and personal test points. The latter is a cost-reduced version of a standard WaveTest test point. The personal version maintains all of the functional capabilities and physical characteristics of the standard units. It just lacks the external triggering and synchronization features. This version is an ideal solution for hardware and software developers.
1.23.3 Wave Test 1000
The WaveTest 1000 System consists of three test points, software, user manuals, a quickstart guide, and example test sequences. The system is available now for $74,000. Additional test-point units are available for $29,000. The WaveTest Personal Test Point, which will be available in future, is offered for $18,000. 
1.24 TODAY'S TEST LANDSCAPE

Validating a WLAN product isn't an easy thing. There are many different types of wireless devices that need to be tested. Such devices include access points, NIC boards, VoIP phones, and WLAN switches and gateways. Now, the challenges are evolving standards and the emergence of Bluetooth and WiMAX (IEEE 802.16) products. Those technologies may interfere with IEEE 802.11 wireless LANs. 
A multipoint 802.11 verification system like VeriWave's WaveTest can help to satisfy these diverse test requirements. The system consists of a number of intelligent test points that are connected to a computer through standard Ethernet cable (FIG. 1). They can be distributed anywhere in space around the wireless DUT.

Every unit can transmit any type of legal or illegal 802.11 frame along with different types of interference patterns. At the same time, the units can receive any frame types as well as partial frames (frames with CRC errors and interference). The testers can therefore see every bit of information that passes over the air interface. All points also provide extreme timing accuracy. For example, frame streams from different test points can be synchronized to less than 50 ns.

Often, engineers want to trigger on specific events. Their goal is to capture as much data as possible once those events occur. To fulfill this need, each VeriWave test point comes with an external trigger to help its coordination with other test equipment. A common scenario would have a test point connected to a spectrum analyzer. A trigger point would then be set up in the sequence language of the WaveTest software. The system would wait for a specific MAC address or data frame to occur. Once that event happened, a trigger would be sent to the spectrum analyzer.
1.25 Spatial-testing
A variety of spatial-testing scenarios can be constructed by using two or more test-point units. A basic configuration might consist of a DUT surrounded by three test points. The first one would only monitor and log all of the traffic as it is seen by the DUT. The second test point would set up a specific traffic load condition for the DUT. Lastly, the third unit would perform a precise handshaking scenario with the DUT as required by all 802.11 transmissions. Other spatial-test configurations could be set up for hidden-node tests, inter-access points, and overlapping basic service sets (BSSs). 

1.26 ATLANTA
 Feb 19, 2002 /PRNewswire-FirstCall via COMTEX/ --In response to the growing demand for wireless security awareness and protection and building on its pioneering role in security assessment technology, Internet Security Systems, Inc. unveiled today the industry's first wireless security assessment solution, Wireless Scanner(TM). The Wireless Scanner software's patent-pending technology extends Internet Security Systems'(TM) wireless security expertise, adding an automated wireless audit product to its existing wireless security solution that includes X-force(TM) checks for wireless components from wired-network products, wireless security consulting, education and managed security services and education. 

1.27 Companies 

As companies of all sizes and industries continue to rapidly adopt wireless LAN (WLAN) technology into their work environments to support core business processes and improve their employee mobility, they need to identify and address wireless LAN security vulnerabilities in order to minimize their risks and protect their critical IT infrastructures. In addition, concerns about the wide range of security risks associated with wireless LAN technology can often present offer hinderance in deployment. 

1.28 Drive by hacking
 is fast becoming a reality as unsecured, and often unauthorized, wireless access points become an thieve's dream. In major cities, a thieve can cheaply equip their laptop with wireless technology, sit within range and invisibly monitor traffic, access applications, and hijack data flowing over someone else's wireless network. Customers desperately need the ability to pinpoint and minimize wireless security risks. The Wireless Scanner software dramatically improves the ability to identify unauthorized devices and successfully address the growing vulnerabilities that wireless technology poses today.
1.3 Conclusion of Chapter-1

The main advantage of wireless over wired is roaming which is possible if only wireless devices are as small as handheld. This facility also imposes the great disadvantage of insecure networks. For example mobile phones can be stolen and confidential data can be stolen along with it. Beside malicious members of organization can break the security mechanism easily with this facility. For example PDA’s can be exploited by malicious people to steel any confidential information from office to outsiders. However wireless cannot be avoided, as advancement such as Wi-Fi, Wi-Max are becoming part and parcel of life these products are occupying a large portion of world’s economy. Improvements are being made in the field of security. In such regards 802.11x presence is noteworthy: as it does provide extensive authentication protocol.
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2. WEP Encryption and Its Weaknesses
WEP is based on the RC4 algorithm, which is a symmetric key stream cipher. As noted previously, the encryption keys must match on both the client and the access point for frame exchanges to succeed. The following section will examine stream ciphers and provide some perspective on how they work and how they compare to block ciphers.

2.1 Stream Ciphers and Block Ciphers
A stream cipher encrypts data by generating a key stream from the key and performing the XOR function on the key stream with the plain-text data. The key stream can be any size necessary to match the size of the plain-text frame to encrypt (Figure 11).

Figure 2.1: Stream Cipher Operation
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Block ciphers deal with data in defined blocks, rather than frames of varying sizes. The block cipher fragments the frame into blocks of predetermined size and performs the XOR function on each block. Each block must be the predetermined size, and leftover frame fragments are padded to the appropriate block size. For example, if a block cipher fragments frames into 16 byte blocks, and a 38-byte frame is to be encrypted, the block cipher fragments the frame into two 16-byte blocks and one six-byte block. The six-byte block is padded with 10 bytes of padding to meet the 16-byte block size.
Figure 2.2: Block Cipher Operation
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The process of encryption described above for stream ciphers and block ciphers is known as Electronic Code Book (ECB) mode encryption. With ECB mode encryption, the same plain-text input always generates the same cipher-text output. As Figure illustrates, the input text of "FOO" always produces the same cipher-text. This is a security threat because steelpers can see patterns in the cipher-text and start making guesses about what the original plain-text is.

Figure 2.3:   Electronic Code Book Encryption
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There are two encryption techniques to overcome this issue:

· Initialization vectors 

· Feedback modes 

2.1.1 Initialization Vectors
An initialization vector (IV) is used to change the key stream. The IV is a numeric value that is concatenated to the base key before the key stream is generated. Every time the IV changes, so does the key stream. Figure shows the same plain-text "FOO" with the XOR function performed with the IV augmented key stream to generate different cipher-text. The 802.11 standard recommends that the IV change on a per-frame basis. This way, if the same packet is transmitted twice, the resulting cipher-text will be different for each transmission.

Figure 2.4:   Encryption with an Initialization Vector
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The IV is a 24-bit value that augments a 40-bit WEP key to 64 bits and a 104-bit WEP key to 128 bits. The IV is sent in the clear in the frame header so the receiving station knows the IV value and is able to decrypt the frame. Although 40-bit and 104-bit WEP keys are often referred to as 64-bit and 128-bit WEP keys, the effective key strength is only 40 bits and 104 bits, respectively, because the IV is sent unencrypted.

Figure 2.5:   Initialization Vector in a WEP-Encrypted Frame
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2.1.2 Feedback Modes
Feedback modes are modifications to the encryption process to prevent a plain-text message from generating the same cipher-text during encryption. Feedback modes are generally used with block ciphers, and the most common feedback mode is known as cipher block chaining (CBC) mode.

The picture behind CBC mode is that a plain-text block has the XOR function performed with the previous block of cipher-text. Because the first block has no preceding cipher-text block, an IV is used to change the key stream. Figure illustrates the operation of CBC mode. Other feedback modes are available.

Figure 2.6:   CBC Mode Block Cipher
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2.1.3 Statistical Key Derivation—Passive Network Attacks
Cryptanalysts Fluhrer, Mantin, and Shamir determined that a WEP key could be derived by passively collecting particular frames from a wireless LAN. The vulnerability is how WEP has implemented the key scheduling algorithm (KSA) from the RC4 stream cipher. Several IVs (referred to as weak IVs) can reveal key bytes after statistical analysis. Researchers at AT&T/Rice University as well as the developers of the AirSnort application implemented this vulnerability and verified that WEP keys of either 40- or 128-bit key length can be derived after as few as 4 million frames. For high-usage wireless LANs, this translates to roughly four hours until a 128-bit WEP key is derived.

This vulnerability renders WEP ineffective. Using dynamic WEP keys can mitigate this vulnerability, but reactive efforts only mitigate known issues. To eliminate this vulnerability, a mechanism that strengthens the WEP key is required.

2.1.4 Inductive Key Derivation—Active Network Attacks
Inductive key derivation is the process of deriving a key by coercing information from the wireless LAN and is also referred to as an active network attack. As mentioned in the section on stream ciphers, encryption is accomplished by performing the XOR function with the stream cipher to produce the cipher-text. Inductive network attacks work on this criteria.

Man-in-the-middle attacks, a form of inductive key derivation attack, are effective in 802.11 networks because of the lack of effective message integrity. The receiver of a frame cannot verify that the frame was not tampered with during its transmission. In addition, the Integrity Check Value (ICV) used to provide message integrity is based on the 32-bit cyclic redundancy check (CRC32) checksum function. The CRC32 value is vulnerable to bit-flipping attacks, which render it ineffective. With no effective mechanism to verify message integrity, wireless LANs are vulnerable to man-in-the-middle attacks, which include bit-flipping attacks and IV replay attacks.

2.1.5 Initialization Vector Replay Attacks
The initialization vector (IV) replay attack is a network attack that has been practically implemented, not just theorized. Although various forms of the network attack exist, the one that clearly illustrates its inductive nature is described below and illustrated in Figure 8:

· A known plain-text message is sent to an observable wireless LAN client 

· The network attacker will sniff the wireless LAN looking for the predicted cipher-text

· The network attacker will find the known frame and derive the key stream

· The network attacker can "grow" the key stream using the same IV/WEP key pair as  the observed frame

This attack is based on the knowledge that the IV and base WEP key can be reused or replayed repeatedly to generate a key stream large enough to damage the network.

Figure 2.7:   Initialization Vector Reuse Vulnerability
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Once a key stream has been derived for a given frame size, it can be "grown" to any size required. This process is described below :
1. The network attacker can build a frame one byte larger than the known key stream size; an
Internet Control Message Protocol (ICMP) echo frame is ideal because the access point
transfer a response

2. The network attacker then augments the key stream by one byte

3. The additional byte is guessed because only 256 possible values are possible

4. When the network attacker guesses the correct value, the expected response is received: in this
example, the ICMP echo reply message

5. The process is repeated until the desired key stream length is obtained

Figure 2.8:   "Growing" a Key Stream
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2.1.6 Bit-Flipping Attacks
Bit-flipping attacks have the same goal as IV replay attacks, but they rely on the weakness of the ICV. Although the data size may vary, many elements remain constant and in the same bit position
· The attacker modifies the ICV (detailed later)

· The attacker transmits the modified frame

· The receiver (either a client or the access point) receives the frame and calculates the ICV based on the frame contents

· The receiver compares the calculated ICV with the value in the ICV field of the frame

· The receiver accepts the modified frame

· The receiver de-encapsulates the frame and processes the Layer 3 packet

· Because bits are flipped in the layer packet, the Layer 3 checksum fails

· The receiver IP stack generates a predictable error

· The attacker sniffs the wireless LAN looking for the encrypted error message

· Upon receiving the error message, the attacker derives the key stream as with the IV replay attack

Figure 2.9: Bit Flipping Attack
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The basis for this attack is the failure of the ICV. The ICV is in the WEP-encrypted portion of the frame, so how is the attacker able to modify it to match the bit-flipped changes to the frame? The process of flipping bits is:

· A given frame (F1) has an ICV (C1)

· A new frame is generated (F2) the same length as F1 with bits set

· Frame F3 is created by performing the XOR function F1 and F2

· The ICV for F3 is calculated (C2)

· ICV C3 is generated by performing the XOR function C1 and C2

Figure 2.10:   ICV Weakness
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2.1.7 Static WEP Key Management Issues
The 802.11 standard does not specify key management mechanisms. WEP is defined to support only static, preshared keys. Because 802.11 authentication authenticates a device and not the user of the device, the loss or theft of a wireless adapter becomes a security issue for the network. The loss of an adapter and the compromising of the existing key presents network administrators with the difficult task of manually rekeying all wireless devices in the network.

This task might be acceptable for small deployments but is not realistic in midsize and large deployments in which the number of wireless users can reach into the thousands. Without a mechanism to distribute or generate keys, administrators must watch wireless NICs closely.

2.2 Secure 802.11 Wireless LANs with Cisco Wireless Security Suite
Cisco recognizes the vulnerabilities in 802.11 authentication and data privacy. To give customers a secure wireless LAN solution that is scalable and manageable, Cisco has developed the Cisco Wireless Security Suite. This suite of security enhancements enhances 802.11 security by implementing prestandards enhancements to 802.11 authentication and encryption.

Some mistakenly believe WEP to be the only component to wireless LAN security, but wireless security actually consists of three components:

· The authentication framework 

· The authentication algorithm 

· The data privacy or encryption algorithm 

· All three of these components are included in the Cisco Wireless Security Suite:

· 802.1X authentication framework—The IEEE 802.1X standard provides a framework for many authentication types and the link layer 

· Extensible Authentication Protocol (EAP) Cisco authentication algorithm—The EAP Cisco Wireless authentication type, also called Cisco LEAP supports centralized, user-based authentication with the ability to generate dynamic WEP keys 

· Temporal Key Integrity Protocol (TKIP)—Cisco has implemented two components to augment WEP encryption: 
Message Integrity Check (MIC)—The MIC function provides effective frame authenticity to reduce man-in-the-middle vulnerabilities 
Per-Packet Keying—Per-packet keying provides every frame with a new and unique WEP key that reduces WEP key derivation attacks 

Broadcast Key Rotation—Dynamic key rotation for broadcast and multicast traffic. 

2.3 Conclusion of Chapter-2

 The encryption and decryption of files is known as cryptography. The encryption is the function of XOR on two inputs the result is a recorded data: fulfills the need of data hiding. It is important to hide cretin kind of data such as passwords so only the authenticated person can connect to network, and mid-way hacker may not steel it. There are various ways of encrypting data such as block cipher and stream cipher. However the mid way attacker can still hack data by using different techniques such as Bit Flipping and Replay Attack. In my view point this can be stopped by using hopping algorithm. In this algorithm a signal is mounted on a very high frequency carrier which is known as modulation. By doing so one can stop interference of mid-way hacker, who will not be knowing the exact frequency to resonate and steel data by synchronizing with the wave. An XOR function results in one for two dissimilar inputs. This is elaborated as below.

Encryption:
1)           10000000 11110000 00001111 10101010

2)           01000000 00111100 11101111 00001111   

Result = 11000000 11001100 11100000 10100101 

Decryption: 

2) 01000000 00111100 11101111 00001111
Result = 11000000 11001100 11100000 10100101 

1)
        10000000 11110000 00001111 10101010



3 Cisco Wireless Security Suite Components
3.1 802.1X Authentication

The 802.1X authentication framework is included in the MAC layer security enhancements currently being developed by the IEEE 802.11 Task Group i (TGi). The 802.1X framework provides the link layer with extensible authentication, normally seen in higher layers.


Figure 3.1:   802.1X Layers
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3.1.1 802.1X requires three entities:
· The supplicant—is present on the wireless LAN client 

· The authenticator-— is present on the access point 

· The authentication server— is present on the RADIUS server 
These entities are logical entities on the network devices. The authenticator creates a logical port per client, based on the client's association ID (AID). This logical port has two data paths. The uncontrolled data path allows network traffic through to the network. The controlled data path requires successful authentication to allow network traffic through.
Figure 3.2:   802.1X Ports

[image: image13.emf]LAN

PORT AUTHORIZED

CONTROLLED PORT

UNCONTROLLED PORT

AUTHENTICATED SYSTEM 1


The supplicant becomes active on the medium and associates to the access point. The authenticator detects the client association and enables the supplicant's port. It forces the port into an unauthorized state so that only 802.1X traffic is forwarded. All other traffic is blocked. The client may send an EAP Start message, although client initiation is not required (Figure 24).

The authenticator replies with an EAP Request Identity message back to the supplicant to obtain the client's identity. The supplicant's EAP Response packet containing the client's identity is forwarded to the authentication server.

The authentication server is configured to authenticate clients with a specific authentication algorithm. Currently, 802.1X for 802.11 LANs does not support a specific algorithm to use. However, this paper focuses on Cisco LEAP authentication and assumes that Cisco LEAP credential verification occurs.

The end result is a RADIUS -ACCEPT or RADIUS-REJECT packet from the RADIUS server to the access point. Upon receiving the RADIUS ACCEPT packet, the authenticator transitions the client's port to an authorized state, and traffic may be forwarded.
Figure 3.3:   802.1X Ports
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Figure 3.4:   802.1X and EAP Message Flow
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802.1X provides the means for a wireless LAN client to communicate with an authentication server to validate the client. 802.1X is extensible and allows a variety of authentication algorithms to operate over it.

3.2 The EAP Cisco Authentication Algorithm
Cisco designed the Cisco LEAP authentication algorithm to provide easy-to-implement, strong authentication. Cisco LEAP, like other EAP authentication variants, is designed to function on top of the 802.1X authentication framework. What makes the Cisco LEAP algorithm so popular to adapt is its robust features.

3.2.1 Mutual Authentication
Many authentication algorithms exist, each with an ideal use. In the world of wireless LANs, the client needs to be certain that it is communicating with the intended network device. The lack of physical connectivity between the client and the network requires the client to authenticate the network as well as to be authenticated by the network. Therefore, Cisco has designed Cisco LEAP to support mutual authentication.

3.2.2 User-Based Authentication

802.11 authentication is device-based. The user of the device is invisible to the authenticator, and so unauthorized users can access the network simply by gaining access to an authorized device. Laptops with 802.11 NICs using static WEP with 802.11 authentication create network vulnerability if the laptop is stolen or lost. Such an event would require the network administrator to rapidly reconfigure the wireless network and all clients.

The scenario is all too common and is a major barrier to deployment for wireless LANs. Cisco has responded by implementing Cisco LEAP, which is based on authenticating the user rather than the wireless LAN device.

3.2.3 Dynamic WEP Keys

User-based mutual authentication provides an easy-to-administer and secure authentication scheme, yet a mechanism is still needed to manage WEP keys efficiently. This need has driven the requirement for the authentication algorithm to generate keying material for dynamic WEP keys. Cisco LEAP employs its user-based nature to generate unique keying material for each client. This relieves network administrators from the burden of managing static keys and manually rekeying as needed.

802.1X session timeouts force the client to reauthenticate to maintain network connectivity. Although reauthentication is transparent to the client, the process of reauthentication in an algorithm that supports dynamic WEP will generate new WEP keys at every reauthentication interval. This is an important feature in reducing statistical key derivation attacks and is critical for Cisco WEP enhancements.

3.2.4 Data Privacy with TKIP
Cisco has implemented prestandards enhancements to the WEP protocol that reduce existing network attacks and address its shortcomings. These enhancements to WEP are collectively known as the Temporal Key Integrity Protocol (TKIP). TKIP is a draft standard with Task Group i of the IEEE 802.11 working group. Although TKIP is not a ratified standard, Cisco has implemented a prestandards version of TKIP to protect existing customer investments in Cisco Aironet wireless products.

TKIP provides two major enhancements to WEP:

· A message integrity check (MIC) function on all WEP-encrypted data frames 

· Per-packet keying on all WEP-encrypted data frames 

3.2.5 Message Integrity Check
The MIC augments the ineffective integrity check function (ICV) of the 802.11 standard. The MIC is designed to solve two major vulnerabilities:

· Initialization vector/base key reuse—The MIC adds a sequence number field to the wireless frame. The access point will drop frames received out of order. 

· Frame tampering/bit flipping—The MIC feature adds a MIC field to the wireless frame. The MIC field provides a frame integrity check not vulnerable to the same mathematical shortcomings as the ICV. 

Figure 3.5 shows an example of a WEP data frame. The MIC adds two new fields to the wireless frame: a sequence number and the integrity check field (Figure 26)


Figure 3.5:   Example of WEP Frame Format
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Figure 3.6:   Example of WEP Frame Format with MIC Enabled
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The sequence number is a sequential counter that increases in value on a per-frame, per-association basis. The access point will discard frames received that have an out-of-order sequence number.
Figure 3.7:   MIC Value Derivation
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Modifications to any of the fields will result in a error in the calculated MIC on the receiver. As a result, the receiver will drop the frame.

The MIC is currently a prestandards implementation. Although it is included in the IEEE 802.11 Task Group i draft, all wireless LAN vendors have not adopted it. As a result, the MIC requires the use of Cisco clients and access points.

3.2.6 Per-Packet Keying
The vulnerabilities described in the Fluhrer, Mantin, and Shamir, paper as well as the AirSnort tool, which can implement an attack, render WEP ineffective for data privacy and encryption. Using WEP key rotation schemes via 802.1X reauthentication can reduce the vulnerabilities but does not provide solution for the weaknesses.

The IEEE has adopted into the Task Group i draft a WEP enhancement that changes the transmit WEP key on a per-packet basis. Cisco in devised and co-developing this enhancement and has implemented it on Cisco clients and access points.

In a Cisco implementation of 802.11 WEP encryption, an IV is generated randomly and concatenated with the WEP key. The two values are processed by the WEP algorithm to generate the key stream. The key stream is mixed with the plain-text to generate the cipher-text.

The Cisco implementation of per-packet keying augments the process by hashing the WEP key and the IV to create a new packet key. The original IV is then concatenated with the packet key and processed normally.

Figure 3.8:   Per-Packet Keying
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To effectively use the 24-bit IV space, Cisco has also adopted IV sequencing. Cisco client and access points implement IV sequencing by simply starting the IV counter and increasing the IV value by one for each frame. If the client and access point both initiate their IV counters at zero, the client and access point will be sending the same IV/base WEP keys through the hashing algorithm and generating the same packet keys. To overcome this problem, the Cisco IV sequencing is directional. For example, client-to-access-point frames may use an even-numbered IV, and access-point-to-client frames may use an odd-numbered IV.

Per-packet keying will not generate the same packet key as long as unique IV/base WEP key pairs are used. With a static WEP key, this only allows for 224 possible unique packet keys. Because the IV space recycles when it is exhausted, IV/base WEP key pairs will be reused. To get around this limitation, the base WEP key should be changed before the IV space is used. Cisco LEAP session timeouts accommodate this requirement. Once the base WEP key is changed, new IV/base WEP key pairs are used, and unique packet keys will be generated.

3.2.7 Broadcast Key Rotation
802.1X authentication types that support user-based WEP keys provide WEP keys for unicast traffic only. To provide encryption for broadcast and multicast traffic, the Cisco Wireless Security Suite requires that one of two options be selected:

· Employ a static broadcast key configured on the access point 

· Enable broadcast key rotation for dynamic broadcast key generation 

A static broadcast key must be configured on an access point for 802.1X clients to receive broadcast and multicast messages. In wireless LAN deployments in which Cisco TKIP enhancements are implemented, a static broadcast key will go through the per-packet keying process. This reduces the opportunity for statistical key derivation attacks, but because the base broadcast key remains static, the IV space will recycle, causing key streams to be reused. Statistical attacks may take much longer to execute, but they are still possible.

Static broadcast key deployments might be required in some instances. Broadcast keys are sent from the access point to the client encrypted with the client's unicast WEP key. Because the broadcast keys are distributed after authentication, access points do not have to be configured with the same broadcast key.

Cisco recommends enabling broadcast key rotation on the access points. The access point generates broadcast WEP keys using a artificial random number generator (PRNG). The access point rotates the broadcast key after a configured broadcast WEP key timer expires. This process should generally be in synchronized with the timeouts configured on the RADIUS servers for user reauthentication.

Broadcast key rotation is designed for 802.1X-enabled access point deployments. In mixed static WEP/802.1X deployments, broadcast key rotation may cause connectivity problems in static WEP clients. Therefore, Cisco recommends that broadcast key rotation be enabled when the access point services an 802.1X exclusive wireless LAN.

3.3 Cisco LEAP Architecture
The EAP Cisco Wireless or Cisco LEAP algorithm provides user-based mutual authentication. It also provides keying material to the client and RADIUS server for the generation of WEP keys. 

3.3.1 Cisco LEAP Authentication Process
Cisco LEAP is a user-based authentication algorithm that is secure enough to implement in hostile wireless LAN deployments. Based on these user requirements, and the need for single-sign-on (SSO) capabilities, Cisco built Cisco LEAP is near to the Microsoft Challenge Handshake Authentication Protocol (MS-CHAP).

Cisco LEAP is a password-based algorithm. It preserves the integrity of the password during wireless authentication by converting the password to a secret key value so that wireless steelpers cannot sniff Cisco LEAP authentication and see a user's password transmitted across the wireless link. The secret key value is the result of a mathematical function called a hash function. A hash function is an algorithm that one-way encrypts data. The data cannot be decrypted to derive the original input. 
Figure 3.9:   Windows NT Key
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Use of the Windows NT key allows Cisco LEAP to use existing Windows NT Domain Services authentication databases as well as Windows 2000 Active Directory databases. In addition, any Open Database Connectivity (ODBC) that uses MS-CHAP passwords can also be used. Cisco LEAP uses secrets in the form of the Microsoft NT key format. The Windows NT key is a Message Digest Algorithm 4 (MD4) hash of an MD4 hash of the user's password.

Cisco has developed drivers for most versions of Microsoft Windows (Windows 95, 98, Me, 2000, NT and XP) and uses the Windows logon as the Cisco LEAP logon. A software shim in the Windows logon allows the username and password information to be passed to the Cisco Aironet client driver. The driver will convert the password into a Windows NT key and hand the username and Windows NT key to the Cisco NIC. The NIC executes 802.1X transactions with the AP and the authentication, authorization, and accounting (AAA) server.

Note:    Neither the password nor the password hash is ever sent across the wireless medium. 

Reauthentication and subsequent WEP key derivation follow a similar process. The transaction WEP-encrypted with the existing client WEP key and client's port on the access point does not transition to a blocking state. It will remain in the forwarding state until the client explicitly sends an EAP Logoff message or fails reauthentication.

3.3.2 Cisco LEAP Deployment
Cisco designed Cisco LEAP to provide strong, easy-to-deploy, and easy-to-administer wireless security. Cisco offers third-party NIC support and RADIUS support to allow customers to use their existing investments in wireless clients as well as existing RADIUS servers. In addition, Cisco provides deployment best practices guidance to ensure customer success with Cisco Aironet products and the Cisco LEAP algorithm.

3.3.3 Third-Party Support
Cisco offers Cisco LEAP RADIUS support on the:

· Cisco Secure Access Control Server (ACS) Version 2.6 and v3.0 platforms 

· Cisco Access Registrar v1.7 or later 

To service customers with existing RADIUS servers, Cisco has partnered with Funk Software and Interlink Networks. Cisco LEAP support is available on:

· Funk Steel Belted RADIUS v3.0 

· Interlink Merit v5.1 

In addition, third-party client support is available from Apple Computers for its AirPort wireless adapters.

3.3.4 Cisco LEAP Deployment Best Practices
Cisco offers deployment guidance for secure wireless LANs with the Cisco SAFE Blueprint for enterprise networks (SAFE), a series of white papers. SAFE: Wireless Security in Depth is available at:

In addition, here are some salient points for deploying wireless LANs.

3.3.5 Use Strong Passwords for LEAP Authentication
Cisco LEAP is a password-based algorithm. To minimize the possibility of a successful dictionary attack, use strong passwords, which are difficult to guess. Some characteristics of strong passwords include:

· A minimum of ten characters 

· A mixture of uppercase and lowercase letters 

· At least one numeric character or one non-alphanumeric character (Example: !#@$%) 

· No form of the user's name or user ID 

· A word that is not found in the dictionary (domestic or foreign) 

· Examples of strong passwords:cnw84FriDAY, from "cannot wait for Friday" 4yosc10cP!, from "for one’s own safety choose 10 character password!" 
3.4 Avoid Using MAC and Cisco LEAP Authentication on the Same RADIUS Server
In scenarios where MAC address authentication uses the same ACS as Cisco LEAP, be sure that the MAC address has a separate MS-CHAP strong password.

If a MAC address has been configured on an ACS that supports Cisco LEAP and MAC authentication, the MAC address should use a different strong password for the required MS-CHAP/CHAP field. If not, an secret listener can steel a valid MAC address and use it as a username and password combination for Cisco LEAP authentication.

3.4.1 Use RADIUS Session Timeouts to Rotate WEP Keys
Cisco LEAP and EAP Transport Layer Security (TLS) support session expiration and 802.1X reauthentication by using the RADIUS session timeout option (RADIUS Internet Engineering Task Force option 27). To avoid IV reuse (IV collisions), rotate the base WEP key before the IV space is exhausted.

For example, the worst-case scenario for a reauthentication time would be stations in a service set running at maximum packet rate (in 802.11 stations, this is 1000 frames per second).

2^24 frames (16,777,216) / 1000 frames per second ~= 16,777 seconds or 4 hours 40 minutes. Normal frame rates will vary by implementation, but this example serves as a guideline for determining the session timeout value.
3.4.2 Deploy Cisco LEAP on a Separate Virtual LAN (VLAN)

Deploying Cisco LEAP wireless LAN users on a separate VLAN allows Layer 3 access lists to be applied to the wireless LAN VLAN if required, without affecting wired clients. In addition, intrusion-detection systems can be installed on wireless LAN VLANs to monitor wireless LAN traffic.

3.5 Conclusion of Chapter-3

Among 802.11 versions the 802.11x is the best one because it is most secure. However the mostly adopted versions are 802.11b because it is cheap. Further more we can say that networks and there security is never complete without Cisco. This is the company which has largest business in the field of network. The foundation city of Cisco occupies the largest mess of network engineers. It is supposed that if someone is thrown the stone early in the morning then it will hit some Cisco network engineer. The main key of Cisco domination over Microsoft is that it is stable technology. The routers, switches, and hub of Cisco are operatable with the same command as ten years earlier. So there are fewer chances of training expenditures. Owing to such a large capital of economy Cisco has researched on security issues. That is why it is capable of holding security measures which are much better then the other. For example it supports dynamic keying for messages which is most difficult for a hacker to trap.


4. Advance Encryption Standard (AES)
WEP encryption and 802.11 authentication are known to be weak. The IEEE is enhancing WEP with TKIP and providing robust authentication options with 802.1X to make 802.11-based wireless LANs secure. At the same time, the IEEE is looking to stronger encryption mechanisms. The IEEE has adopted the use of the Advanced Encryption Standard (AES) to the data-privacy section of the proposed 802.11i standard.

4.1 AES Overview
The Advanced Encryption Standard (AES) is the next-generation encryption function approved by the National Institute of Standards and Technology (NIST). NIST requested the cryptography community for new encryption algorithms. The algorithms had to be fully disclosed and available royalty free. The finalist, and adopted method, is known as the Rijndael algorithm.

Like most ciphers, AES requires a feedback mode to avoid the risks associated with ECB mode. The IEEE is deciding which feedback mode to use for AES encryption. The two effort makers are:

· Offset code book (OCB) 

· Cipher block chaining counter mode (CBC-CTR) with cipher block chaining message authenticity check (CBC-MAC), collectively known as CBC-CCM 

The two modes are similar but differ in implementation and performance.

4.1.1 AES-OCB Mode
AES-OCB is a mode that operates by augmenting the normal encryption process by incorporating an offset value. The routine is initiated with a unique nonce (the nonce is a 128-bit number) used to generate an initial offset value. The nonce has the XOR function performed with a 128-bit string (referred to as value L). The output of the XOR is AES-encrypted with the AES key, and the result is the offset value. The plain-text data has the XOR function performed with the offset and is then AES-encrypted with the same AES key. The output then has the XOR function performed with the offset once again. The result is the cipher-text block to be transmitted. The offset value changes after processing each block by having the XOR function performed on the offset with a new value of L .

Figure 4.1:   AES-OCB Encryption
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Refer to OCB Mode for a more detailed description of AES OCB mode.

OCB mode also includes a MIC function. The MIC is calculated by performing the XOR function on the following values:

· All plain-text blocks except the final one 

· The final plain-text block with the XOR function performed with the appropriate offset value 

· The final cipher-text block 

· The final offset value 

The result from this XOR function is AES-encrypted using the AES key. The first 64 bits of the resulting 128-bit output is the MIC value inserted into the AES-encrypted frame. Note that the MIC is not included in the encrypted portion of the frame. Encrypting the MIC is not required because MIC itself is the result of AES encryption.

Figure 4.2:   AES-Encrypted Frame
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AES-OCB is a new mode, which is an inherent weakness in the eyes of the cryptographic community. OCB mode is known to be efficient and fast. One major benefit is that the MIC can be calculated in the same processing function as the encryption, minimizing encryption overhead and maximizing data throughput.

4.1.2 AES-CCM Mode 
AES-CCM mode is an alternative to OCB mode for AES encryption. CCM mode is the combination of Cipher Block Chaining Counter mode (CBC-CTR mode and CBC Message Authenticity Check (CBC-MAC. The functions are combined to provide encryption and message integrity in one solution.CBC-CTR encryption operates by using IVs to augment the key stream. The IV increases by one after encrypting each block. This provides a unique key stream for each block.

Figure 4.3:   CBC-CTR Encryption
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CBC-MAC operates by using the result of CBC encryption over frame length, destination address, source address, and data. The resulting 128-bit output is truncated to 64 bits for use in the transmitted frame.

AES-CCM uses cryptographically known functions but has the weakness of requiring two operations for encryption and message integrity. This is expensive and adds a significant amount of overhead to the encryption process.

4.2 TLS Overview 
EAP-TLS is based on SSL v3.0. TLS is designed to provide secure authentication and encryption for a TCP/IP connection. To provide this functionality, TLS comprises three protocols:

· Handshake protocol—The handshake protocol negotiates the parameters for the SSL session. The SSL client and server negotiate the protocol version, encryption algorithms, authenticate each another, and derive encryption keys. 

· Record protocol—The record protocol facilitates encrypted exchanges between the SSL client and the server. The negotiated encryption scheme and encryption keys are used to provide a secure tunnel for application data between the SSL endpoints. 

· Alert protocol—The alert protocol is the mechanism used to notify the SSL client or server of errors as well as session termination. 

TLS authentication is generally split into two methods: server-side authentication and client-side authentication. Server-side authentication uses public key infrastructure (PKI), namely PKI certificates. Client-side authentication can also use PKI certificates, but this is optional. EAP-TLS uses client-side certificates.
4.2.1 TLS Authentication Process 
The TLS process begins with the handshake process:

· The SSL client connects to a server and makes an authentication request

· The server sends its digital certificate to the client

· The client verifies the certificate's validity and digital signature

· The server requests client-side authentication

· The client sends its digital certificate to the server

· The server verifies the certificate's validity and digital signature

· The encryption and message integrity schemes are negotiated

· Application data is sent over the encrypted tunnel via the record protocol

4.2.2 EAP-TLS Authentication Process

The EAP-TLS authentication process is as follows:

· The client sends an EAP Start message to the access point

· The access point replies with an EAP Request Identity message

· The client sends its network access identifier (NAI), which is its username, to the access point in an EAP Response message

· The access point forwards the NAI to the RADIUS server encapsulated in a RADIUS Access Request message

· The RADIUS server will respond to the client with its digital certificate

· The client will validate the RADIUS server's digital certificate

· The client will reply to the RADIUS server with its digital certificate

· The RADIUS server will validate the client's credentials against the client digital certificate

· The client and RADIUS server derive encryption keys

· The RADIUS server sends the access point a RADIUS ACCEPT message, including the client's WEP key, indicating successful authentication

· The access point sends the client an EAP Success message

· The access point sends the broadcast key and key length to the client, encrypted with the client's WEP key.

Figure 4.4:   EAP-TLS Authentication Process
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4.3 EAP SIM Architecture
The EAP subscriber identity module (SIM) authentication algorithm is designed to provide per-user/per-session mutual authentication between a wireless LAN (WLAN) client and an AAA server. It also defines a method for generating the master key used by the client and AAA server for the derivation of WEP keys. The Cisco implementation of EAP SIM authentication is based on the most recent IEEE draft protocol. This section will take a closer look at EAP SIM, from protocol message exchanges to how to implement EAP SIM on the AAA servers, access points, and client devices.

4.3.1 EAP SIM Authentication Process
EAP SIM authentication provides a hardware-based authentication method secure enough to implement in potentially hostile public wireless LAN deployments. It allows GSM mobile operators to reuse their existing authentication infrastructure for providing access to wireless networks, mainly in public access "hot spots." EAP SIM combines the data from several GSM "triplets" (RAND, SRES, Kc), obtained from an AuC, to generate a more secure session encryption key. EAP SIM also enhances the basic GSM authentication mechanism by providing for mutual authentication between the client and the AAA server.

On the client side, the EAP SIM protocol, as well as the code needed to interface with a Smartcard reader and the SIM, is implemented in the EAP SIM supplicant. The supplicant code is linked into the EAP framework provided by the operating system; currently, supplicants exist for Microsoft Windows XP and 2000. The EAP framework handles EAP protocol messages and communications between the supplicant and the AAA server; it also installs any encryption keys provided the supplicant in the client's WLAN radio card.

On the network side, the EAP SIM authenticator code present on the service provider's AAA server. Besides handling the server side of the EAP SIM protocol, this code is also responsible for communicating with the service provider's AuC. In a Cisco implementation of EAP SIM, the AAA server communicates with a Cisco IP Transfer Point (ITP), which acts as a gateway between the IP and Signaling System 7 (SS7) networks. The Cisco ITP translates messages from the AAA server into standard GSM protocol messages, which are then sent to the AuC.

802.1X authentication using Cisco implementation of EAP SIM proceeds as follows 
1. An EAP-over-LAN (EAPOL) Start message from the client starts the authentication protocol and indicates to the access point that the client wants to authenticate using EAP.

2. In response, the access point sends an EAP Identity Request message to the client. At this point, the client has not yet been assigned an IP address, and the access point blocks all messages from the client except for those necessary for authentication (EAP and EAP SIM protocol messages).

3. The client responds to the access point's request with an EAP Identity Response message containing the user's network identity. This identity is read from the SIM card, using a card reader attached to the client. It is of the form 0<IMSI>@<realm>, where <IMSI> is the International Mobile Subscriber Identity (as used in GSM networks) and <realm> is the operator's domain name string (voicestream.com, for example). The network identity is stored on the SIM and determined by the service provider; it may differ from the user's login credentials and is used mainly to authenticate access to the WLAN.

4. The access point forwards the EAP Identity Response to the AAA server using a RADIUS protocol message with Cisco vendor-specific attributes.

5. The AAA server determines that the user intends to use EAP SIM authentication based on its configuration parameters or on the identity passed to it and invokes its EAP SIM extension code. This code then starts the EAP SIM extension protocol by sending an EAP SIM Start request back to the client. It may also generate a GetAuthInfo message to the AuC requesting a (configurable) number of GSM triplets; this step may be delayed until after a response to the EAP SIM Start message is received to ensure that the client indeed supports the EAP SIM protocol.

Note:    Depending on the realm (domain) contained in the identity string, the AAA request might need to be proxied from the local AAA server to the service provider's AAA server.

6. The GetAuthInfo message is routed to the Internet Transfer Point Mobile Application Part (ITP MAP) proxy, which acts as a gateway to the service provider's SS7 network. The ITP translates the request into a standard GSM MAP GetAuth request before sending it to the AuC.

7. On receiving the EAP SIM Start request, the client reads a 128-bit (16-byte) random number generated on the SIM and passes it back to the AAA server in the EAP SIM Start response.

8. Once the AAA server has received the client's EAP SIM Start response and the response from the AuC containing a sufficient number of GSM triplets (typically two to three), it then constructs an EAP SIM Challenge message that contains the random numbers (RAND) received from the AuC and a 160-bit (20-byte) message-authentication code (MAC_RAND).

9. The client passes the EAP SIM Challenge request to the SIM card, which first calculates its own MAC_RAND. The AAA server is validated if the result matches the MAC_RAND received from the server. Only in that case, the SIM also calculates the GSM result (SRES) and encryption key (Kc) for each of the RANDs it received, as well as a 160-bit (20-byte) message-authentication code (MAC_SRES) based on these results and the user identity. Only MAC_SRES is returned to the AAA server (and therefore exposed on the radio link) in the EAP SIM Challenge response. The SIM also calculates cryptographic keying material, using a secure hash function on the user identity and the GSM encryption keys, for the derivation of session encryption keys.

10. When the AAA server receives the client's EAP SIM Challenge response, it calculates its own MAC_SRES and compares it to the one received from the client. If both match, the client is authenticated and the AAA server also calculates the session encryption keys. It then sends a RADIUS ACCEPT message to the access point, which contains an encapsulated EAP Success message and the (encrypted) client session key.

11. The access point installs the session key for the client's association ID and forwards the EAP Success message to the client. It then sends its broadcast key, encrypted with the client's session key, in an EAP Key message to the client. It also unblocks the data path for the client so that IP traffic can flow between the client and the rest of the network.

12. Upon receiving the EAP Success message, the EAP SIM supplicant returns the session encryption key calculated by the SIM to the EAP framework, which installs it on the client's WLAN radio card.

13. The client is now able to securely send and receive network traffic.

Figure 4.5:   EAP SIM Authentication 
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Note:    The client's session key is never sent across the radio link and can therefore not be followed by network attackers listening in on the message traffic. Similarly, the results of the GSM authentication algorithm (SRES, Kc) are never exposed to listeners over the radio link. EAP SIM, therefore, exposes even less information to network attackers than the standard GSM authentication for wireless phones.

All message authentication codes described above are calculated using a secure keyed hashing algorithm, HMAC-SHA1 (steps 4 and 5). A hash function is an algorithm that one-way encrypts data so that it cannot be decrypted to derive the original input data. The algorithm uses the user's identity, the random number generated by the SIM, the GSM encryption keys Kc, and other data to calculate the authentication codes and encryption keys used in EAP SIM.

The Cisco implementation of EAP SIM is particularly secure because the results of the GSM authentication algorithm (SRES, Kc) never leave the SIM and therefore remain inaccessible even if network attackers manage to compromise the EAPSIM supplicant code. This is made possible by a partnership between Cisco and Gemplus. Other implementations of EAP SIM, using standard GSM SIM chips or software-based SIM competitors, are possible but are inherently less secure than the Cisco solution.

4.4 Protected EAP
Protected EAP (PEAP), is a draft EAP authentication type that is designed to allow hybrid authentication. PEAP includes server-side PKI authentication. For client-side authentication, PEAP can use any other EAP authentication type. Because PEAP establishes a secure tunnel via server-side authentication, non-mutually authenticating EAP types can be used for client-side authentication, such as EAP generic token card (GTC) for one-time passwords (OTP), and EAP MD5 for password based authentication.

PEAP is based on server-side EAP-TLS, and it addresses the manageability and scalability shortcomings of EAP-TLS. Organizations can avoid the issues associated with installing digital certificates on every client machine as required by EAP-TLS and select the method of client authentication that best suits them.

4.5 PEAP Authentication Process
PEAP authentication begins in the same way as EAP-TLS :

a. The client sends an EAP Start message to the access point
b. The access point replies with an EAP Request Identity message

c. The client sends its network access identifier (NAI), which is its username, to the access point in an EAP Response message

d. The access point forwards the NAI to the RADIUS server encapsulated in a RADIUS Access Request message

e. The RADIUS server will respond to the client with its digital certificate

f. The client will validate the RADIUS server's digital certificate From this point on, the authentication process diverges from EAP-TLS

g. The client and server negotiate and create an encrypted tunnel

h. This tunnel provides a secure data path for client authentication

i. Using the TLS Record protocol, a new EAP authentication is initiated by the RADIUS server

j. The exchange will include the transactions specific to the EAP type used for client authentication

k. The RADIUS server sends the access point a RADIUS ACCEPT message, including the client's WEP key, indicating successful authentication

Figure 4.6:   PEAP Authentication
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4.6 Customer Challenges
1. Below are scenarios where problems caused by the separation between mobile IT workers and their desktop tools are being solved using Aeroprise products: 

2. Productivity in the field is lost due to the need for technicians to return to their desktop computer to change the status, reassign, update or obtain more information about critical business issues. IT technicians are disadvantaged when disconnected from the workplace, resulting in missed service expectations. There is [image: image27.png]


a need for flexible, real-time wireless interactivity with backend systems.

3. Technicians request more problem details while in the field, requiring collaboration with co-workers. Lack of direct access to desktop information hinders quick resolution. One-way, static messages from pagers  are insufficient for problem resolution. There is a need for wireless access to specific, relevant details.

4. "Critical" level pages are sent to all technicians, requiring stoppage of existing work until the trouble ticket is accepted for assignment by one technician. There is a need for an easier methodology to specify to whom and when trouble ticket Alerts are sent.

5. Collaboration requiring details of the trouble ticket is awkward in the field. Substantial time is required to communicate the situation. Reassignment for assistance frequently isn't possible. Interaction with other  technicians is inefficient while servicing requests in remote locations. There is a need to identify and immediately communicate with whomever else is in the field.

6. Urgent situations occur with customers, requiring the Technicians to create service priorities which are inconsistently effective. This results in longer than desired response times and inadequate customer service. Technicians need to self-define what requires priority service.

7. Irrelevant pages are received by Technicians on their wireless device or important ones aren't sent to them. Excessive time is spent parsing the volume of pages or later reacting to pages not received. Absence of the ability to self-define which future events are business-critical prevents proactive responses to key issues. The Technicians need to specify which trouble tickets are and aren't delivered wirelessly.

8. Capabilities of the Aeroprise solution
9. Remote, secure two-way communication with enterprise systems.
10. "Access to" and "action on" critical enterprise data in real time from mobile phones, PDAs, BlackBerrys, and pagers. 
11. System administrator adapts applications to wireless devices, optimizing access, authentication, permissions and presentation for classes of employees. No programming or consultants required for wireless deployment.
12. End users can self-define rules to filter events based on any wirelessly enabled field, avoiding a flood of information. Examples: time frames, subjects, priority, change in business condition, locations and customer status. Rules enable mobile workflow management and prevent a flood of troubles coming to the wireless device.
13. Actionable Alerts received on the wireless device. Technicians or the system administrator can define which events are sent as an Alert, based on a set of personalization rules. After receiving the Alert, a "one click" wireless return path takes the employee to the underlying workflow request enabling immediate changes.
14. Who’s On? Feature enables collaboration among Technicians when in the field via a report that lists wirelessly-connected team members.
15. Closure of trouble tickets from the field. Technicians can wirelessly change the status of a field to "closed" and send a message notifying the customer of resolution.
16. "VPN Level" Security for wireless access: Aeroprise Wireless VPN security is similar to degree of protection using VPN from desktops. Aeroprise supports encryption, password masking, "two-factor" authentication and SSL. Substantially enhances WLAN security.
17. Self-defined Alerts or messages. Technicians and system administrators can send self-defined alerts or messages to wireless devices.

4.6.1 WLAN Security: One Size Does Not Fit All
“Wireless LAN security” is not a definitive term and often means different things to different people. Generally, it involves a combination of one or more of the following:

· Securing data transmitted over a wireless link

· Securing the wireline network from unauthorized wireless access

· Securing the access point network from unauthorized access

· NetMotion Wireless customers can use Mobility software for any or all of the above. Our experience with wireless LAN security is that each customer has different needs and the ideal solution is one that is flexible enough to play different security roles based on those needs. The security features in NetMotion Mobility can be deployed in many different ways, adding a strong, flexible layer of security to any enterprise’s wireless LAN.

· In the following, there are two different kinds of authentication:

· Microsoft Auto Logon—In an enterprise where wireless devices are ‘pooled’ (for example, healthcare or manufacturing), NetMotion Mobility supports Microsoft’s automatic user logon feature. In this case, the user does not enter nominators in order to be authenticated: the device and user are “pre-authenticated” by the system administrator. 

· Standards-Based Authentication—To authenticate the Mobility client with the Mobility server and create a secure connection between them, Mobility can be configured to use several authentication schemes, including NTLM version 2, EAP MD5 over RADIUS, and LEAP over RADIUS. If users are already configured on a Microsoft domain or within a RADIUS database, the Mobility server can be configured to authenticate against those existing nominators. Standards-Based Authentication Microsoft Auto Logon—To authenticate the Mobility client with the Mobility server and create a secure connection between them, Mobility can be configured to use several authentication schemes, including NTLM version 2, EAP MD5 over RADIUS, and LEAP over RADIUS. If users are already configured on a Microsoft domain or within a RADIUS   database, the Mobility server can be configured to authenticate against those existing nominators.

4.7 Scenarios 
Scenario#1: securing data transmitted over a local wireless link 
To secure only the data transmitted over the wireless link the net motion mobility server or servers can be placed anywhere within the enterprise network. Authentication is used to restrict which users are allowed to establish encrypted links with the NetMotion server. The VPN tunnel extends from the device through the access points and back to mobility server preventing passive listening to wirelessly transmitted data.
Figure 4.7:
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This type of configuration protects only the data transmitted over the wireless link; it does not protect the wired or wireless network from other access. The configuration is fully compatable and complementary with WEP, although WEP is not required.

Scenario#2: securing data transmitted over local and public wireless links

In addition to local WLAN access, some accounts require that users have access to network resources from the internet. To provide secure access from these external locations the enterprises firewall is configured to allow traffic over single UDP port to NetMotion mobility server’s address.
Figure 4.8:
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The mobility software provides a significant advantage in this situation over other solutions because the enterprise network infrastructure does not need to be modified or reconfigured. The mobility server can be added anywhere inside the firewall. In this scenario, NetMotion mobility allows wireless clients to inconsistantly roam between local wireless LAN connections to publicly available connections-wireless or otherwise without compromising security.

Scenario#3: Securing the wireline network from unauthorized wireless access

Most enterprises are connected about preventing unauthorized users from gaining access to their corporate network through wireless access points. It is recommended to put a firewall between the wireless access points and rest of the enterpriser. NetMotion mobility servers are designed to perform the firewall function. Care should be taken to deploy the mobility server software on a hardened or locked down sever with all unnecessary services disabled and physical access secured.

Figure 4.9:
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For optional performance one or more network adapters should face access points outside the network, and one or more adapters should face the inside of enterpriser. NetMotion mobility authenticates users, preventing unauthorized success to the enterpriser network.

Scenario#4: Securing the access point network from unauthorized access

In scenario#3 above, the access point network specially the wireless devices may still be accessible by any device within range. To prevent unauthorized devices from communicating with other devices and resources it is recommended to use access points with built in protocol filter. The access points are configured to allow exclusive access to the DHCP and NetMotion mobility IMP ports and all other ports are disabled. This adds an additional layer of security forcing all devices to authenticate with the mobility server before gaining access to any resources.

Figure 4.10:
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This configuration actually the need for separate access point network, because access point with protocol filtering can be placed anywhere on the enterpriser exists wireline network. Since no new infrastructure needs to be created to support wireless network, this is an attractive solution for an enterpriser to setup with wireless project.
4.8 Securing WLAN
Long-held beliefs about the fragility of WLAN security has not kept pace with technology developments designed to address security issues.
It's true WLANs can negatify further the impact of poor existing security practices. However, security is more than passwords and encrypting sensitive data; it's also about appropriate products, enforcing stringent security policies and addressing work culture issues.

The Australian Bureau of Statistics' assessed business use of the internet in its communications and IT report in future. The most common method of internet access by Australian businesses was dial-up via modem with 86 percent of businesses using this method. 'Less common was the use of digital subscriber line (DSL) at seven percent; cable modem seven percent; and integrated services digital network (ISDN) four percent.' Only one percent of businesses had access to the internet via a wireless connection.

The biggest job facing integrators at present is to pull off false stories about WLAN security and inform users of new products and standards and build strong business cases for using WLANs.

Customers haven't really been given a simplistic view of how the whole security component works. Many companies use that as a selling tool; to be able to say that their software or hardware solution is more secure than others.
There's a lot of confusion regarding the actual business case for wireless - it could go either way. One can see a lot of potential for adoption but one can also see people realising they don't really need wireless connectivity in their office because they don't move around all that much.

Cost is not a barrier to wireless deployment anymore, whereas even a year ago it might have been. For example, with 802.11a technology, prices have come down from where an access point cost more than $1000 to the stage where I can go to Harris Technology and buy an 802.11a access point for $79 now.
Something that may also help to tease out more WLAN users is the emergence of service level agreements (SLAs).

Reports from the US say companies like Sprint give credits to its WLAN customers if service drops below certain levels, such as frequent drop-outs or low network availability.

4.9 Current issues 
In Mark Winter point of view because wireless is all in the open air, radio waves propagate in all directions and reflect, refract and penetrate solid objects. 'As such, one don't have much control over where his transmissions go.

In rothsay point of view when people break into wireless networks, it's generally networks that have been turned on with 'out-of-the-box' settings.

'But even a slight modification of the out-of-the-box security makes it very difficult for the average person in his point of view.

'Now however, self-defending networks allow defense against rogue access points. If one has wireless deployed, that wireless infrastructure can be watching for access points that are unknown to the network. And if a user brings in an unknown access point and plugs it in, then [it's detected]. That rogue access point can then be traced and shut down.

WLAN security issues are currently addressed with a software solution called WPA, or Wi-Fi protective access, but that still has significant overheads.

Once we talk about encryption, we're really talking about 30 percent of the available bandwidth on the wireless systems being dedicated to security.'

The introduction of 802.11i effectively means encryption done by hardware, and this will reduce the bandwidth by having a hardware encryption engine at each end, the client and the access point.

there's a bit of unstability from the larger, more conservative corporate clients right now about WLANs, and it's not just about security. Wireless connectivity in the office is quite hard to justify right now, and that's probably holding the market and the vendor product evolution back a little bit.
Most of the WLAN action is within the SME market, and some verticals like hospitals. He says the government sector is also still quite conservative.

Even though it's explained that one can probably secure wireless to meet their needs, there's still a matter to see how the market evolves in the next 12 months. 

In the corporate space, there's still a level of confusion regarding the actual business case behind using wireless LAN. For instance, why do one want to do it? What's the business benefit? What's the return on one’s investment here? Trying to identify the right deployment scenarios and the right business case is an issue.

And when looking at potentially large scale deployments, there's also the issue of how one actually manage that wireless solution.

The 2.4 gigahertz spectrum that everybody can use is starting to fill up and it's starting to get noisy, which means that less and less people are going to be able to begin to use it. There are also people out there that are putting out more power than they should be, and when they start neglecting out extra power, it impacts on everybody else's ability to communicate over long distances.
The Australian Communications Authority is looking at opening up more channel space to address this. 'At this point in time, apart from the 2.4GHz and 5.8GHz spectrum, there's nothing really that one can use.'

There's a lot of relief from customers that there are now standards-based security solutions. Standards have been a complicated issue.

'Now the next version WPA2 has recently finalised in the standards bodies, so we can now have standards-based security between clients and access points.'

The latest standard 802.11i is the one we've been waiting for and now has been ratified.

We're still waiting for it to get to market in fully standardised products. The thing is within the 802.11i framework, there is no standardised authentication protocol and one can't have strong security without having really strong authentication.'Even if one have a very strong encryption mechanism  we've got no one, single solution where all vendor products use the same authentication protocol.

4.10 Conclusion of Chapter-4

The topologies based on 802.11x are far much better like TLS, EAP, PEAP, TTLS. They also do posses a strong authentication process which makes a certain LAN much secure. There are different circumstances in different networks. Security measures shape a recording to those circumstances. However these security measures are flexible. That is one can overlap other or can merge with others. Wireless technology has being adopted with great great speed. But security measures are not keeping space with then so there is an open hole in the fort of network security. This is the big challenge and issue in the view of security. The other challenges are due to management concerns such as: 

1) Technicians are not direct with desktops 

2) Approaching to desktop they can break the rhythm of work.

3) They cannot set priorities in their jobs which are always there in realistic world.

The solution of these issues can be automizing services.           


5 802.1x The Best
While network managers recognize the obvious benefits of deploying WLANs – namely

their flexibility, cost savings, and convenience – there still remain questions over which

WLAN security method is best. VPNs have been mostly adopted, both because they’re well understood by network managers and because the security they provide has been time-tested and proved effective.

However, a new WLAN security method – based on the IEEE security standard 802.1x

and strong EAP authentication methods such as EAP-TTLS – has emerged, which offers

strong WLAN security, without the attendant administrative overhead and architectural

restrictions associated with implementing VPN-based WLAN access.

This 802.1x-based solution is increasingly being adopted by enterprises of all sizes, for

the following reasons:

· It’s easily implemented, because it utilizes an authentication and security scheme –

RADIUS – already widely deployed on enterprise networks.
· Strong security is easily set up and deployed, putting secure WLAN access within

any enterprise’s reach

· It easily scales to accommodate growing or changing networks, and offers

· Significant architectural advantages over other WLAN security solutions such as

VPNs

The goals of this article is to demonstrate the architectural advantages of deploying

secure WLAN access based on 802.1x and a strong authentication method such as EAPTTLS, to illustrate how this secure WLAN access can be architected in a variety of

scenarios, and to offer guidelines on choosing the Funk Software RADIUS server that is

appropriate for his network.

5.1 802.1x Overview
An 802.1x installation comprises the following major elements:

· WLAN users, running an 802.1x client which supports a strong EAP authentication.

· Method such as EAP-TTLS.

· 802-1x-compliant access points.

· RADIUS server which supports a strong EAP authentication method such as EAPTTLS.

On a simplified level, here’s how a connection is established based on a strong

authentication method such as EAP-TTLS1.

In an 802.1x-based environment, the access point essentially acts as a bridge between

the Client and the RADIUS server during the user authentication phase. So, via the

access point, the WLAN Client and the RADIUS server negotiate to determine which

EAP authentication method to use. Once agreed upon, the secure tunnel is set up,

through which the user’s satisfaction certificate are passed from Client to RADIUS server. The

RADIUS server authenticates the user to determine if he is allowed access to the

network. Once the user has been granted access, the RADIUS server issues an

encryption key to the access point, which then sets up the secure, encrypted session. The

RADIUS server may also be called upon to re-key during the session, to maintain data

privacy.

Apart from the strong security put in place to protect satisfaction certificates and data, an 802.1x

architecture based on a strong EAP authentication method such as EAP-TTLS also

offers the following security advantages:

· Clients can only connect to access points that are associated with a RADIUS server

· which presents a trusted certificate

· Access points only communicate with RADIUS servers they’ve been configured to know about

· The RADIUS server only trusts an access point it’s been configured to know about and with which it shares a secret password 

· Access points only trust RADIUS server responses which have been signed

5.1.1 Architectural Advantages 
There are numerous architectural advantages associated with implementing an 802.1xbased WLAN security solution, particularly relative to a VPN-based WLAN solution.

An 802.1x-based solution is more:

· Scalable – An 802.1x-based WLAN deployment easily accommodates a growing

number of WLAN users

· Distributable – It’s easy to distribute 802.1x-based WLAN access to separate

departments, floors, branch offices or other off-site locations, with very little

administrative overhead

· Cost-effective – An 802.1x-based WLAN deployment may be significantly less expensive

5.1.1.1 Scalable
An 802.1x-based solution is designed to accommodate network growth and a changing network environment. Unlike VPNs, an 802.1x-based solution lets one set up his entire WLAN access infrastructure and users inside his corporate firewall – with full confidence in security. To accommodate a growing number of users, one simply need to add access points and, to a lesser degree, RADIUS servers. With VPNs, all his WLAN users and access points are located outside the corporate firewall. As one’s WLAN user population grows, he will need to add more equipment outside his firewall: one’ll need to add access points, and more VPN servers or capacity. Plus, one’ll be called upon to manage an increasingly complex VPN infrastructure, as one must configure and maintain rules on each firewall to permit access by an increasingly large number of users.

5.1.1.2 Distributable 
An 802.1x-based solution is easily distributed to separate departments, floors, branch offices or remote sites. As long as access points and, optionally, a RADIUS server are in place, any worker including one who’s in for the day from headquarters – can easily and inconsistantly connect to the WLAN, in the same manner he uses when he’s in his own office. On the other hand, distributing VPN access to branch offices or remote sites requires one to install or add capacity to a VPN server at that site, and to set up all WLAN users outside the firewall. And, that visitor from headquarters must know which VPN server to connect to. If he doesn’t know, or can’t easily find out, he will likely be taking a support call from a frustrated user.

5.1.1.3 Cost-effective
Solutions based on 802.1x are generally more cost-effective than those based on VPNs for two reasons: first, with 802.1x, one is by-and-large augmenting the infrastructure one has already put in place; and second, the complexity associated with setting up and maintaining VPNs may require more of his or his staff’s time to manage. Both 802.1x and VPN WLAN access obviously require clients and access points. With 802.1x, one will need to add an EAP-capable RADIUS server (or upgrade his existing RADIUS server); VPN access is also often managed by a RADIUS server. Most notably for VPN access, adding VPN servers with adequate capacity to handle a growing WLAN user population may be a significant expense. 
5.1.1.4 Common Architectures
This section of written material will provide an overview of four common 802.1x architectures. Within these four architectures, we will describe the role of the RADIUS server, indicate for which types of networks the architecture is appropriate, and address the common concerns of network administrators, namely cost, performance, and reliability.

5.2 Scenarios related to sites
5.2.1  Scenario #1 – Single Site Deployment
This, the simplest scenario, is characterized as follows:

· All WLAN users are located at a single site

· A central authentication database handles all user authentication

Figure 5.1: Single Site Deployment
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
One can authenticate his WLAN users against any back-end authentication database his RADIUS server supports. To scale, just add access points and RADIUS/AAA servers which would authenticate users against the central authentication database. The only considerations are those associated with scaling. If one experience a large damage in his WLAN user population, it may make sense to re-architect his network into one of the distributed scenarios described below.

5.2.2 Scenario #2 – Distributed Autonomous Sites

This scenario is characterized as follows:

· Distributed independent sites or networks

· The authentication database is duplicated from the central site downstream to each independent site or network, so that all user authentication happens locally.

· One or more RADIUS servers managing WLAN and/or remote access use are

located at each autonomous site or network. Each RADIUS server performs the

following tasks:

· Handles user authentication locally

· Sets up secure WLAN connections

· If required, records accounting data

· Availability of central site network or operating hub is not an issue

Figure 5.2: Distributed Autonomous Sites
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
Access to one’s network is governed locally, and is not subject to the reliability of a link back to a central authentication store. The distributed RADIUS servers handle the full load associated with setting up the secure WLAN connection. One can easily add RADIUS servers to absorb the performance hit associated with adding new WLAN users. This architecture is appropriate on networks on which are deployed authentication databases which can be easily and reliably duplicated, for example Windows or LDAP. It may not be appropriate for authentication systems which are not easily duplicated, such as some token systems or SQL databases.

5.2.3 Scenario #3 – Distributed Sites, Centralized Authentication and Security

This scenario is characterized as follows:

· Distributed sites, networks, or clusters of access points.
· WLAN access points at each site or on each network authenticate users against an

authentication database located at a central site or operating hub.

· One or more RADIUS servers at the central site manage all WLAN and/or remote

access use. The central site RADIUS server:

· Handles user authentication locally

· Sets up the user’s secure connection

· If required, records accounting data

· Availability of central site network or operating hub is an issue

· Link bandwidth usage may be an issue

Figure 5.3: Distributed Sites, Centralized Authentication and Security
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
First, the ability of a WLAN user to connect to the network is dependent on the status of the link between the distributed networks and the central site or operating hub. If that link goes down, users will not be able to connect to the network. Users who are already connected will be disconnected once they are required to re-key for security purposes. Second, not only is the RADIUS/AAA server at the central site responsible for authenticating users, it must also perform the cryptographic computations necessary to set up the secure WLAN connection. This may result in a performance bottleneck if one is managing – or plan to manage – a large number of WLAN users. One can decrease this problem by adding RADIUS servers as his WLAN user population grows.

This scenario is likely to be deployed in environments where it is not practical  to replicate the authentication database to each distributed network, for example when one is requiring his WLAN users to authenticate via some types of tokens. It is also appropriate for networks which are connected by very fast, highly reliable links.

5.2.4 Scenario #4 – Distributed Sites and Security, Centralized

Authentication
This scenario is characterized as follows:

· Distributed sites, networks, or clusters of access points

· The authentication database is located at the central site or network hub

· One or more RADIUS servers managing WLAN and/or remote access use are

Located at each site, network, or AP cluster. The distributed RADIUS server

performs the following tasks:

· Queries the central site for user authentication

· Handles setting up the secure connection itself

· If required, records accounting data locally, or forwards data to the central site

· Availability of central site network is an issue

Figure 5.4: Distributed Sites and Security, Centralized Authentication
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While this scenario presents the same issue as Scenario #3, namely that one is at the mercy of the reliability of the link between the distributed network and the central site or operating hub, it does present an additional benefit. Here, one can distribute the load associated with setting up the secure WLAN connection to the RADIUS servers located on the distributed networks. This may result in better performance, and will use less bandwidth on the link between the distributed and central sites.

As above, this scenario is probably most appropriate in environments where it is not practical (or one do not wish) to duplicate the authentication database to each satellite network, for example when one is requiring his WLAN users to authenticate via some tokens. It is also appropriate for networks which are connected by very fast, highly reliable links.

5.3 Combine Architectures

 One of the benefits of 802.1x is its flexibility. It’s worth noting that the architectural scenarios presented above can be mixed and matched on one’s network. For example:
 Even if one has adopted a more distributed approach to his WLAN deployment (Scenario #2 or #4), some of his distributed networks may be quite small, consisting of only a few WLAN users. If those networks are linked reliably to one’s central site, he may want preveously install a RADIUS server there, and instead just have his central site RADIUS server handle their authentication and security.
 Even if one has deployed a centralized authentication and security scheme (Scenario #3), he may have one or two remote offices which are not reliably linked to his central network. In this case, one will probably need to distribute RADIUS servers to those networks – even if only a few WLAN users are there – so these users can reliably connect.

5.4 Which Funk Software RADIUS Server

Should I Choose?
Funk Software’s RADIUS servers – Odyssey and Steel-Belted Radius – are each uniquely suited to particular WLAN deployment strategies. Depending on one’s requirements, one may find that a combination of Odyssey and Steel-Belted Radius presents the most functional and cost-effective solution.

Odyssey Server – Odyssey Server is a RADIUS server specially designed to handle WLAN access control and security. It is ideally suited to smaller organizations or autonomous networks in larger organizations where network access is governed by Windows user names and passwords. Beyond being able to safely authenticate WLAN users against a Windows database and set up their secure connections, Odyssey Server can communicate with Steel-Belted Radius to authenticate WLAN users in branch offices or distributed departments against a central security infrastructure which may or may not be based on Windows.

Steel-Belted Radius/Enterprise Edition – Steel-Belted Radius/Enterprise Edition is Funk Software’s market-leading RADIUS server, and is uniquely capable of managing both remote and WLAN access and security. It provides the same high level of WLAN security that Odyssey provides, and extends that capability to remote users as well, ensuring that only authorized users can connect – whether they’re connecting via VPN, dial, or firewall – and that they receive the appropriate level of access. Plus, Steel-Belted Radius lets one authenticate his remote and WLAN users against a wider variety of back-end authentication systems, including token systems and LDAP-based user name and password stores. Finally, Steel-Belted Radius fully supports RADIUS accounting, so one can easily track and document remote and WLAN user access.

Steel-Belted Radius/Global Enterprise Edition (GEE) – Steel-Belted Radius/GEE extends the capabilities of Steel-Belted Radius/Enterprise Edition to meet the security management needs of global enterprises who are managing thousands of remote and WLAN users across multiple sites. In addition to offering all the capabilities of Steel-Belted Radius/Enterprise Edition, Steel-Belted Radius/GEE permits sophisticated distribution of authentication and accounting requests – to easily handle centralized management of less dignity users, and inconsistantly integrate new users acquired, for example, as a result of a merger. Plus, it supports the advanced reliability features one need to ensure 99.999% uptime, and is easily managed from an SNMP-based network monitoring system. So, how do one know which to use, and where one should deploy it? His choice is determined by the answers to the following questions.:

5.5 802.1x Client Considerations
While the focus of thesis has been to illustrate how to deploy RADIUS/AAA servers in support of secure WLAN access, another crucial aspect of WLAN security that bears mentioning is the 802.1x client that’s running on the user’s wireless device. When choosing an 802.1x client, ensure that it offers the following capabilities:

Support for strong EAP authentication methods for maximum security – including EAP-TTLS and/or EAP-TLS. Funk Software’s Odyssey Client supports both EAP-TTLS and EAP-TLS.

Ease of deployment – Ensure that one can easily roll out secure WLAN access to his entire population of WLAN users, regardless of platform or adapter card. Funk Software’s Odyssey Client provides not going ahead of multi-platform and multivendor support of 802.1x-obeying WLAN adapter cards. It also offers numerous auto-configuration tools so one can accomodate large-scale deployments of WLAN access and include in enterprise-level security.

Confidentiality of user certification – Ensure that corporate certifications stay private, whether a user is connecting on the WLAN or via a hotspot or service provider. Odyssey Client fully protects users’ identities between the client node and the trusted network, to protect their locational privacy against supervision, undesired taking of marketing information, and other thefts from monitoring.

Multi-platform compatibility – Odyssey Client runs on Windows XP, 2000, 98,

and ME, for compatibility in his network environment.

5.5.1 RADIUS Server Requirements
The choice of RADIUS server is a critical component of an 802.1x-based WLAN ecurity solution. Funk Software’s RADIUS servers – Odyssey and Steel-Belted Radius – are appropriate for use on his 802.1x WLAN. They provide full support for strong WLAN protocols, have been time-tested on complicated networks so are fully capable of handling the performance load associated with WLAN access, and reflect the technical excellence for which Funk Software’s products are known. In addition, they offer:

Enterprise-level performance – so they can handle his peak WLAN or remote

access traffic 

Support for EAP, and strong authentication methods EAP-TTLS and/or EAPTLS– so one can rest assured that his network is protected against the known hazards of wireless computing, including dictionary attack on password, wireless pack, and other cryptographic attacks.
Reliability features which meet his requirements, whether one’re running a small business or global enterprise

Accounting, with sophisticated features which let one easily and reliably track and document WLAN and remote access activity.

Flexibility to support any security method or authentication scheme one implement on his network.

5.6 Security in the AB-Access System
Unlike the analog radios and wireless voice radio phones of yesterday, modern digital wireless data communications systems of today offer customers security and protection for their confidential, financial or otherwise sensitive information.

This security is in many cases as good as, and often better than, wire line based systems for a variety of reasons. The digital technology and multi-layered communications architecture employed today offer far more protection than systems of the past. n addition to the built in security aspects of the AB-Access, there exist many open standards (VPN's and encryption) that are available. With this as additional protection, an attacker needs not only physical access to the equipment to intercept and falsify user data, but also have sophisticated ease and information falsifying techniques at every layer of the communications structure. For the AB-Access system, security is supported at several layers:

· Proprietary Radio and MAC layers

· Provisioning at the Access Point

· Routing

· External solutions

Each of these elements is discussed below.

5.6.1 Proprietary Radio and MAC Layer
Today's wireless systems such as the AB-Access all employ digital voice technology and signaling processing technologies. With Broadband Wireless Access systems, unlike WLAN products, there is no standard governing over the air RF and framing structure. In the WLAN environment, a hacker can use any subscrib er device (PCMCIA or WLAN card) to break into any WLAN Access Point (AP) because they all use the same MAC layer, or "language." Axxcelera products employ a proprietary RF modulation and MAC layer. This means that someone "listening in" on the frequency might be able to see the bits, the ones and zero's over the air. This would typically be done with a radio scanner, trying to get onto the wireless network appearing from an AP. However even if they were able to record the data transmission over the air they would not be able to interpret the bits, not knowing the "language" or MAC protocol being used and thus the raw data would be useless. The result of this approach means that if someone wanted to steel and/or falsify data, an interceptor must have an AB-Access subscriber unit, tuned to the same frequency, as the network being targeted for penetration. It might seem that this is enough, that all an interfarer needs to crack the network is another SU device. If that were all the system had for security, an end user would have justification for concern. This is where the additional layers of AB-Access security come into play.

5.6.2 Provisioning at the Access Point
The scenario painted above, a person or entity with an AB-Access SU trying to gain unauthorized access to the network, is prevented by two other security measures, both involving provisioning at the AP. The first involves provisioning the AP to accept an SU. When an AB-Access network is deployed, the AP is installed in a central location and SUs are then deployed in the surrounding geographic area. In order for an SU to be allowed access to the network, not only must it have the correct frequency or channel chosen but the AP must also create a layer two path, the Permanent Virtual Circuit (PVC). In the AP a PVC must be configured which is unique to the SU. Access to the AP operating system to configure and establish the PVC is password protected.

Figure 5.5: Provisioning at the Access Point

[image: image36.emf]
In this manner if a PVC has not been configured for a given SU at the AP, it can not join the wireless network and is essentially locked out.

5.6.3 Bridging
It has been shown previously that for a thief to penetrate an AB Access network, it has to be an AB Access SU, and must be a leagal member of the network. However in this scenario there is still a security threat, from others in the wireless network. Now the question becomes, “How do users protect themselves from others in the network?” Security in this case lies in the networking protocols themselves. The AB Access has the ability to be deployed as a layer 2, Ethernet Bridge. When deployed in this manner, all traffic from a given SU must go to the AP first, even if it is invited for another SU in the network. Upon arriving at the AP, the data is still not allowed to be directed to another SU, it must first exit the AP out its LAN port to a third party device, a router, switch etc. With this deployment, all traffic can be forced through a central location deeper in the network where more sophisticated security devices can be deployed. 

5.6.4 External Solutions
While it has been shown that the risk of infiltration in an AB-Access network is at a minimum as secure as a wire line system For those cases, there are a cluster of solutions available. An end user can employ VPNs, which are typically embedded in most computer operating systems for free, and set up encrypted tunnels across the Internet. An end user can also choose to add in a third party box for stronger encryption if desired. In both of these cases, the AB-Access network is un-affected. The system cares not whether the data sacrificed is troubled or not, it's simply a packet of bits to be transmitted.

5.7 AirStation One-Touch Secure System(AOSS™)
A Description of WLAN Security Challenges and Potential Solutions Buffalo Technology (USA), Inc.

5.7.1 Summary – The Wireless Security Problem
With the recent proliferation of wireless technology within public and private networks, there is an increasing need for better wireless security methods and standards. To address this need, organizations such as the Institute of Electrical and Electronics Engineers (IEEE) and the Wi- Fi Alliance have created new standards like WPA and PSK/AES that offer vast improvements over the inferior WEP standard. However, despite the risks, most end users still do not implement these robust methods of securing their wireless transmissions.

The apparent reason end users fail to commit to the proper use of wireless security is the

perceived difficulty in setting-up and maintaining that security. Users can be judged by having to enter complex security keys that typically consist of long strings of meaningless characters into multiple devices often from various hardware vendors with differing user interfaces. Essentially, to setup security on even a small wireless network, end users are expected to reference multiple support resources. The AirStation One-Touch Secure System (AOSS) by Buffalo Technology was developed to address this problem by eliminating the complexity at the end user level and providing a rushup-free way to setup and maintain rigid security features.

5.7.2 The AOSS User Experience
The initial setup of an AOSS secured network is literally completed in two steps. Once the Access Point (AP) is powered up and the wireless client adapter is installed with the AOSSenabled client management utility, AOSS is ready to begin. First, the user clicks the AOSS button either in the client utility, or in some cases, on the client device itself. Then the user presses the AOSS button on the AP. Alternatively, the AOSS button on the AP can be pressed before the AOSS button in the client utility or on the client device. Within a minute, both devices will indicate AOSS has successfully completed security installation via a displayed message or with the glow up of an AOSS LED on the device. At this point, the highest available level of encryption supported between the AP and wireless client adapter will be established. For example, if both devices support WPA AES security protocols, then that is the level of security that will be automatically configured. However, if the AP only supported 128-bit and 64-bit WEP, AOSS would select 128-bit WEP as the encryption method. In any scenario, AOSS will select the best encryption method that is mutually supported between all AOSS-enabled wireless devices on the network. 

Should an additional wireless client adapter be introduced into the network, the original installation process is simply repeated. Simply initiate AOSS on the client device and then press the AOSS button on the AP, and within a minute, encryption and security will be established. While the end user experience with AOSS is extremely simple, the processes in the background are quite complex. AOSS was designed to not only to simplify the creation and  management of secure wireless networks, but also to preserve the integrity of wireless encryption by not introducing potential security wall open holes. When creating and exchanging security encryption keys, AOSS sticked to strict rules for how data is passed between devices on the wireless transmission medium and to prevent the opportunity to steal or hijack the keys during this critical set of data exchanges. At no point is data related to key generation or the keys itself ever transmitted in an unencrypted or solvable format.

5.7.3 AOSS: Behind the picture
AOSS is a very simple process, however, behind the scenes the underpinnings are complex. The entire AOSS process is broken down into 5 main steps:

5.7.3.1 Association (Phase-1):
When a user presses the AOSS button on the AOSS AP, the AOSS AP immediately changes its SSID to “ESSID-AOSS”. This SSID remains “ESSID-AOSS” for two minutes or until an AOSS client adapter associates with the AOSS AP. At this time the AOSS LED on the front of the AOSS AP will blink (on 0.4 seconds, off 0.2 seconds).

When the user presses the AOSS button on the Client Manager software or on the actual client adapter itself, it instructs the device to associate to any access point with the SSID “ESSID-AOSS”. The client device will search for the specific SSID for two minutes or until it associates with an AOSS AP. Since both the AOSS AP and the AOSS client will attempt association for two minutes, either the AOSS button on AP or the client AOSS button can be pressed first. Once the AOSS AP and the client adapter recognize each other, they associate using a 64bit WEP key that is statically configured in the Access Point and in the client adapter or Client Manager Software. This WEP key is stored securely in the AOSS AP and client adapter or client manager software. It is not available to the end user.

5.7.3.2 Key Generation (Phase 2):

With a successful authentication in the prior step, the AOSS AP generates a key derived from a timestamp and the AP’s MAC Address:

F(x) = (time stamp + MAC Address)

The AOSS AP transfers this key (with positive ACK returned) to the client adapter andapplies it to an RC4 algorithm in the AP and client adapter or Client Manager Software. Thus, a unique RC4 encryption tunnel is created for the session. A man-in-the-middle attack would not have all components of the RC4 algorithm, therefore if the 64bit WEP Key was compromised, the RC4 tunnel would not be compromised. All future data transferred during the AOSS process will be protected by this RC4 encrypted tunnel in addition to the 64bit WEP encrypted tunnel that was created during the ‘Association Phase’. The AOSS AP then creates four new encryption keys: AES, TKIP, WEP128, and WEP64 to be used by all wireless clients on the network. These keys are generated from an algorithm for using a random key generator script on the AOSS AP. The keys are organized with randomly generated SSID’s into packets:

Packet = [ SSID | Encryption Key ] Each encryption key is associated to a different, random SSID. The AOSS AP publishes the four SSID & Encryption Key packets into the user interface of the AOSS AP (Advanced Settings - > Management -> AOSS). This gives users the ability to extract the SSID and Encryption Key(s) so they may be used on non-AOSS client adapters.

5.7.3.3 Information Exchange (Phase 3):

The client adapter notifies the AOSS AP of its encryption support. The client adapter extracts this support from the device driver. A positive ACK is sent from the AP to the client adapter. 

5.7.3.4 Key Transfer (Phase 4):
The AOSS AP sends all four packets (SSID & Encryption Key packets) to the client adapter regardless of what encryption types are supported on the client adapter. Positive ACKS are returned from the client adapter. The four encryption keys and their respective SSIDs are securely stored on the client adapter or in the Client Manager software. The user cannot extract this information. With the information, the client adapter or Client Manager Software creates four potential profiles for the AOSS AP. These four profiles act as sub-profiles for a main profile, providing the ability to change the SSID and Encryption Key at a moment’s notice.

5.7.3.5 Reboot Stack (5):

The AOSS AP applies the SSID and Encryption Key specific for the client device (discovered in the Information Exchange Phase). For instance, if the client device only supports TKIP, WEP128, and WEP64, it will apply the highest security protocol supported, which in this case is TKIP.Preferred Encryption Standards (from highest to lowest):

· AES

· TKIP

· WEP128

· WEP64

The AOSS AP then reboots with the newly applied SSID and Encryption Key. After the

reboot, the WEP64 and RC4 encryption tunnels are no longer used. The client adapter reboots or the Client Manager is re-initialized automatically. Upon reboot, the AOSS profile detects which SSID is running and applies the proper Encryption Key. The

association is made as a standards based client. 

5.7.4 Subsequent AOSS Processes:
After the first AOSS process, all subsequent AOSS processes occur as follows:

· Identical Association Phase.

· RC4 Key Generation Phase is started between AOSS AP and new Client Device. 

· The RC4 tunnel will use different encryption information due to different timestamp.

· Identical Information Phase.

· Four packets (SSID’s + Encryption Keys) are transferred to client adapter with ACKS returned.

 If the client adapter supports the current wireless encryption standard running from the previous AOSS setup, then the stack reboots. The existing AOSS clients will automatically re-associate and reconnect to the AOSS AP after the AOSS AP’s reboot process has completed. If the client adapter supports lesser wireless encryption, then the AOSS AP applies the highest wireless encryption standard and SSID supported by the new client adapter and then the stack reboots. Existing AOSS clients will identify an SSID change and apply the new SSID and its respective Encryption Key to its AOSS profile. The existing AOSS clients will inconsistantly re-associate and reconnect to the AOSS AP.

5.7.5 Wireless Security Challenges Prior to AOSS
To encourage an end user to take action to secure their wireless network, they must first learn what all of the different acrobatic associated with wireless security actually mean. This can be guessing to the average user and often leads to wireless security being disregarded during the setup process. At the most basic level, wireless security can best be described as a secret phrase exchanged between two or more devices that allows them to not only authenticate one another, but also to encode and decode messages between them. Generation of this secret phrase can occur in several ways. The simplest example is a password or key created by a user, much like when a user creates an email password. However, this can be ineffective and can often lead to distribution of the key to other people. Should the user forget the key, they will need to create a new key, requiring them to repeat the setup process for the entire network, even if adding only one additional device.

Another common method of generating keys includes using a pass phrase, which allows the end user to generate a key by entering a common term. This allows a key to be generated by using the inputted pass phrase against a shared algorithm. While this is an effective way to generate unique keys, the challenge is to remember this key, which typically is not recognizable word. Should a new device need to be added to the wireless network and the machine used to generate that key is not available or does not support the creation of the key; the user will have to repeat the entire setup process. These two scenarios are not the only challenges facing the end user when trying to establish

wireless security on their network. Some wireless devices do not have room for a display or user interface to allow users to manually configure wireless security settings. Future “smart home” devices such as a thermostat or microwave oven could be very frustrating to configure onto the local network if they require a 63- character wireless encryption key comprised of a mix of letters and numbers in a seemingly random array. 6 Vendors’ tendency to expect end users to value wireless security beyond the initial hardship of setting up and maintaining wireless security is not logical. The wireless network as a whole can easily become a burden to the end user when wireless encryption is in use and devices are routinely added to the network. Many devices fail to offer the highest level of security- W PA, and very few end users bother to upgrade to more robust security features. There are solutions available or in development today that attempt to resolve some of the security challenges with which the end user is faced. Typically, these solutions involve using physical media such as a floppy disk, USB memory card or barcode reader. The advantage of this approach is that it does not require the user to understand the information that is being transferred. However, requiring a physical medium is in itself a major disadvantage. The added costs of adding support for the physical media onto wireless devices, such as including a USB port on an AP will ultimately drive up the cost for the end user. Most troublesome about this method of delivering security keys is what options the end user has should they lose their physical media or find themselves where a new device must be added and the physical media for exchanging the correct keys is temporarily unavailable. In both of these situations, the use of wireless security on the network will likely be discarded.

5.7.6 AOSS as the Wireless Security Solution

When considering the future of wireless security maintenance, it is vital to consider wireless enabled desktops, notebooks, printers and other traditional networked peripherals are not the only devices that will define the wireless environment of the digital home of tomorrow. If this were the case, it might be logical to consider a solution such as a USB media as a viable solution for setting up and maintaining wireless security standards on the network. However, wireless networking is also finding its way into many electronic devices within our homes, including those where the introduction of a USB interface would be a burden on costs and basically undesirable. The usage of a solution such as Bluetooth would be ineffective due to the requirement of devices being within very short range of each other. This could be a burden if the device were for example, the size or a refrigerator or wide screen television. One could also visualise using a wired medium such as Ethernet to pass this information. However, like the USB solutions it requires its own interface on devices that might not support or want this type of additional hardware. While considering all of these challenges and shortcomings, AOSS was designed with a simple push-button mechanism on both the client and AP to trigger the exchange of security information over the wireless medium. Allowing the button to be either a hardware button or a virtual button within a software interface, costs are kept to an extreme minimum, while integration can easily be accomplished on headless devices such as a coffee maker or alarm system motion detector. The push-button model requires human interaction with their wireless devices. The user can feel a sense of security in the simple act of pushing a button on both sides of the connection. Since only the user knows when the button will be pushed, there is limited vulnerability to attacks and accidents by neighboring devices that should be excluded from the user’s wireless network.

Theoretically, the remarkable speed of AOSS configuration could easily allow a user to

securely connect over 50 wireless devices within an hour. Once the first AOSS setup is

accomplished users can easily add and remove additional devices without ever having to

revisit the initial setup process. The nature of AOSS will allow it to evolve just as security methods evolve, without the need to upgrade the client devices until the end user desires. By addressing each of these concerns, challenges and shortcomings of today’s wireless security options and solutions, AOSS establishes itself as the security solution of future. 
5.8 Conclusion of Chapter-5

The adoption of 802.11x is the best one because it is:

1) Cost effective

2) Scalable

3) Distributable

The networking communication terminals and topologies can altogether for network systems. The few good secure systems are:

1) AB access system

2) AOSS system

AB access system is good because it has several layers of security to penetrate. AOSS is good because it is password less. Passwords can be hacked and also difficult to


6 Challenges To WLAN Security Plus Security Techniques
The growth of wireless networking has created a rapidly expanding infrastructure of public, private, and enterprise connectivity. Unfortunately these infrastructures are often deployed and maintained, intentionally or not, with minimal security any many users and administrators do not understand the security implications of the technology. Wireless technology can be implemented securely when properly planned and designed, but incident response specialists should also be prepared for an increase in security events enabled by wireless LAN (WLAN) deployment. A strategy of proactive efforts and reactive preparation, as well as familiarization with technologies and techniques that enable such efforts, is necessary to help ensure that an organization does not suffer damage or loss as a result of a WLAN enabled security open hole.

6.1 The Growth of Wireless LANS
In recent years, Wireless LAN (WLAN) deployments using 802.11 technology have exploded, with corporate WLAN implementations, home and other private installation in conjunction with broadband Internet access, and Wi-fi “hotspots” initiating in coffee shops, book stores, airports, and a variety of other consumer at spot. Setting aside wireless mobile phone infrastructures, which also have growing data capabilities, and focusing strictly on 802.11 WLAN infrastructures still allows for a remarkable increase in available infrastructure. A recent survey conducted by Intel identified the 10 most wired cities in the United States, with the San Francisco Bay area in the top position [1]. Bert Sperling, the survey author, summarizes the growing trend well. “Now, people can e-mail vacation photos from the campground, surf the Web from the local coffee shop or get driving directions without having to stop and ask a gas station attendant” [2].

WLAN implementations are predicted to increase over the coming years as businesses and other organizations deploy infrastructures for both internal and remote access. The market for WLAN access points and network interface cards alone is expected to increase by over US$500 million in the next two years [3]. All indications are that WLAN infrastructure growth will continue to create wireless access within and between enterprise and other organizational networks, public networks and “hot spots”, and the Internet.

6.2 Security Challenges with Wireless Networking
One of the most important challenges to the rapid deployment of 802.11 network technologies is security. Security issues with WLAN infrastructures have been widely discussed and solve problems with underlying protocols, with deployment, and often with a general misunderstanding of the nature of a wireless network. Given that 17% of Internet users have utilized a wireless device for their access (28% of onenger Internet users), it becomes easy to see that wireless security issues are quickly becoming issues of concern to the larger Internet community.

Depending on the orientation of the researcher or security professional, wireless security issues may be seen to be technical, administrative, or educational in nature. The fact is that all three of these 2 perspectives must be taken into account when making an examination of WLAN security and attempting to build security strategies around networks in general, and 802.11 networks in particular.

6.3 Technical Security Issues
A number of security researchers have focused on the security problems of the 802.11 protocol and associated authentication or encryption features such as Wireless Equivalency Protocol (WEP) [5, 6, 7]. These studies, as well as others, serve to demonstrate mechanisms by which WLANs may be compromised by sophisticated technical attackers (or less sophisticated attackers employing sophisticated tools). These attacks represent attempts to exploit flaws in the fundamental infrastructure.

Other technical attacks involve the physical realities of wireless networking, namely the fact that it is a non-bounded enlit medium, which may or may not represent an actual technical flaw. The example of the “parking lot” attack in Arbaugh, et al., where an attacker takes advantage of the fact that the WLAN extends beyond the physical corporate perimeter, is representative of such an attack. The use of specialized antennae, including those made from common items such as potato chip containers , has received media attention for this type of attack.

Homemade Wireless Antenna: Wireless hacking has developed into a robust subculture within the black hat community, prompting similar specialization on the part of white hat hackers and network security professionals. The innovation demonstrated by hackers in this area does not stop with examples such as the potato chip antenna above. Information devoted to “wardriving” (using an automobile to search for unsecured WLANs) [8], “warflying” (using a plane to search) [9], and “warchalking” (marking discovered WLANs with specialized graffiti) [10] is readily available on the Internet.

6.3.1 Administrative Security Issues
Many security concerns around WLAN deployments are less a function of inherent vulnerabilities and instead involve how the technology is deployed and configured. For instance while WEP has been shown to be vulnerable to certain attacks, those  vulnerabilities are discussion demanding if WEP is never enabled on the WLAN to begin with. Failing to enable or choosing not to deploy certain security functions, or not taking into account signal ranges when deploying access points (just inside an external wall versus more centrally located within the building) can create security issues by allowing easier access to unauthorized network users. Similarly, poor or nonexistent policies around the network (including WLAN infrastructures) may create gaps in security and limit an organization’s ability to enforce acceptable deployment and use of wireless technology. The installation of “rogue” WLAN access points (AP) by individuals within the organization is an excellent example of such an 3 administrative problem. Such rogue APs are often doubly problematic in that they are often implemented to provide connectivity to existing “wired” internal networks, and have little or no security enabled, thereby providing an external attacker.
6.3.2 Educational Security Issues

Like many other network security problems, education and awareness play a large part in reducing the potential threat. In the case of wireless networking, this issue can be exaggarated by the rapid plantation of Wi-fi hot spots in airports, retail shops, and universities, as well as “freenets” set up in communities to provide Internet access to anyone within range. By their very nature, open WLAN access points have little or not security deployed. The same can be said for private, but unsecured, access points, be they a wireless AP in a private residence, connected to a cable modem and accessible from surrounding residences, or an enterprise with a large WLAN and no real authentication or security measures in place. In some cases, WLAN administrators may possess a false sense of security due to a lack of understanding of threat issues or the technology. For instance, home users may feel that since they assign a service set ID (SSID) to their WLAN that this functions as a sort of password protection, not understanding that this information is typically broadcast over the WLAN and easily discovered.

In the case of an unsecured WLAN, users may not be aware of the open nature of their communications. Data exchanged with the WLAN is subject to capture, and the wireless computer becomes a potential target of attackers on the net. Should the wireless user at an open hot spot connect back into his or her organization’s internal network in a less-than-secure fashion then any attackers or malicious software that may compromise the individual’s system may have easy access to other resources. Security issues, privacy issues, and even threats to legal or regulatory obey may ensue, as a result of this lack of knowledge or awareness. These risks do not affect only the technologically inexperienced or those with little understanding of the Internet or security.

6.4 The Challenge for Security and Incident Response Professionals
The addition of widespread network infrastructures with often very limited security controls in place is a growing problem for those responsible for securing networks and tracking down and responding to attacks. The ease with which a WLAN can be deployed makes rogue APs a concern of every security administrator. Such an AP, located within the corporate firewall and connected to the wired network, can be an instant critical threat to an otherwise well-secured infrastructure. By the same token, an incident involving such an AP, especially if concealed well, can become very problematic to trace. Consider also the threat to mobile workers connecting to open networks and making themselves vulnerable to local attack or worm tease. It is important for security professionals to understand and actively pursue security on wireless networks with the same vigor they defend traditional nets, whether they own and deploy those networks themselves or allow their workers to utilize third party connections.

6.4.1 Proactive Versus Reactive Security Approaches
The proactive versus reactive 2 colored is not new, particularly innovative in once again focusing on it. Many organizations find themselves all too easily in reactive mode when it comes to security. Questions of budget, expertise, and where to focus resources may prove stoping and create environments or cultures where problems are ignored until they become crises and action can no longer be avoided. Security incident response professionals specialize in the discipline of reaction, although most such professionals would prefer that their skills be required rarely, if at all. The best security value is the value of nonoccurrence. However, the nature of business often makes such value difficult to measure or justify. But relying only on reactive defenses is dangerous. “Reactive solutions definitely need to be present to address attacks and security defences. But it shouldn’t be a large part of the mix; it should only be an emergency tactic. An examination of approaches can prove helpful in identifying the need for proactive, as well as reactive, measures in network security in general and WLAN security in particular.

6.4.1.1 Sub-optimized Reactive Approach
In some cases an organization may have little or no formal security or defensive network controls in place. In such a situation, the approach is reactive in that problems will be addressed as they are discovered, but mechanisms may not exist to even discover the problems easily. Sophisticated attackers often eliminate the evidence of attack, perhaps even correcting the original vulnerability that allowed them access in order to secure a more effective and long-term compromise. In such an approach, where theft detection and security testing procedures are deficient, significant time may be wasted between the security event and its discovery and eventual remediation. This wasted time is the damage window. A damage window extends beyond just the discovery of the incident. Until the vulnerability or threat is addressed and reduced the damage window remains open, even if known. An example of such a situation would be a system vulnerability that allowed an attacker to compromise a host. Even if the compromise is discovered and the resulting cleverty completely removed, if the original vulnerability remains in place (by not applying an appropriate patch, for instance) then the damage window remains open as the attacker may be free to re-compromise the host. Another example is a worm mitigation effort that does not remove the enabling vulnerability (MS SQL vulnerabilities, for instance, in the case of the Slammer worm) from all systems, and thereby runs the risk of re-infection and continuing damage from the worm. A sub-optimized reactive approach is illustrated below.

Figure 6.1: Sub-Optimized Reactive Approach
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6.4.1.2 Optimized Reactive Approach
In optimized reactive approaches, the organization has in place security controls designed to react and alert in the event of an incident, and has defined reaction and remediation plans to ensure that security incidents are given a quick response that removes or reduces the original vulnerability. Intrusion detection systems, effective log analysis, and incident response procedures are examples of controls and processes that exist in an optimized reactive environment. In an ideal environment, all incidents are detected as they occur, and remediation effected shortly thereafter. This is less than realistic, but the approach holds true in that such efforts should achieve remarkable improvement over a similar approach with no controls or processes in place. The optimized reactive approach is illustrated below.

Figure 6.2: Optimized Reactive Approach:
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6.4.1.3 Proactive Approach
Proactive security controls and processes allow an organization to further limit damage windows of network security incidents to the zero point and begin generating non-occurrence value for the organization. Each successful proactive effort at identifying and reducing network security vulnerabilities prior to their exploitation in a security incident eliminates damage windows and allows the organization to maintain productivity and resources that would otherwise have been turned to incident response and vulnerability treatment. Increasingly, this value of nonoccurrence is being recognized in industry as a viable and measurable metric. Regulatory obey and data protection frameworks such as the USA Health Insurance Portability and Accountability Act (HIPAA), the USA Sarbanes-Oxley Act, and the EU Data Protection Directive all require proactive efforts at control of IT infrastructures. And other regulatory environments, such as the Basel II Capital Accord, focus on the concept of “operational risk”, including security, in measuring financial and organizational stability .
Proactive controls and processes are particularly important in the case of wireless network security, due to the open nature of the technology and the ease with which it may be deployed. Reactive approaches to WLAN security may very well result in extended damage windows as the source of compromise is often more difficult to determine. A strategy that combines robust proactive mechanisms with tested reactive controls represents the best way to implement, improve, and manage wireless network security.

Figure 6.3: Proactive Approach
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6.5 Wireless Network Attack Scenarios
In creating a WLAN security strategy an organization should consider the ways in which their wireless infrastructure (and by extension their entire network, if connected) may be attacked and/or compromised. Such scenario planning is useful in determining appropriate proactive as well as 6 reactive strategies to help ensure that security problems are identified and addressed prior to an incident and, should an incident occur, that response plans are adequate. Wireless security incident scenarios will likely fall into one of three categories: incidents of attack against the network that are known or identified; incidents of attack that are unknown or unidentified; and incidents involving the installation of a rogue AP, which may or may not constitute an attack. Each scenario presents its own set of problems, which may overlap, and demands its own solutions, both proactive and reactive. In some situations one scenario may evolve into another.

6.5.1 Known Attack
A known attack is one in which the organization under attack becomes aware of the attack at some level. Such awareness may be relatively complete, with the nature, systems, and damage known or determined; while others may be incomplete, with certain details known but others remaining undetermined. Known wireless attacks may occur as a result of a user or administrator realizing their system has been compromised; by alerts from logs or intrusion detection systems; or perhaps by equally suspicious but less obvious means (for instance, a security guard noticing an individual sitting across the street with a potato chip can connected to a laptop aimed at the organization’s facility.) By definition, a known attack represents a fait: the attack can not be prevented through proactive measures at the time of discovery. Therefore reactive processes must be engaged to minimize the threat. While reactive solutions such as IDS or system logs may be useful, the primary value in a known attack scenario will come from the organization’s incident response plan. This process will determine the course of action necessary to meet all technical, functional, and legal needs of the organization in responding to the attack. For wireless attacks, it is important that the incident response plan and computer security incident response team (CSIRT) understand the nature and unique challenges of a wireless attack, and have a defined plan of action for response. 
6.5.2 Unknown Attack
Unknown attacks represent the most significant fear for an organization. While the attack remains unknown or unidentified, the damage window for the organization remains open, allowing the attacker to harm or otherwise compromise the organization’s systems, productivity,. While a worm is fairly easy to identify as bandwidth is utilized and connectivity or productivity slows, attackers looking to compromise specific systems may be harder to discover, particularly if they are sophisticated and take measures to avoid detection. In the case of WLAN infrastructures, it may become more difficult to determine the origin and nature of an attack if the attack utilizes a poorly managed (or unauthorized) wireless network. Wi-fi hotspots allow increased mobility and nameless for attackers, as well as providing new vectors for attack through mobile workers. Rogue access points can allow involvement into the network that may disguise or otherwise conceal the nature or origin (logical and physical) of the attacker. Discovering and identifying unknown attacks requires a mixed strategy of proactive and reactive solutions. While effective and pre-defined incident response plans are equally necessary in known and unknown attacks, the CSIRT is limited in its effectiveness before an attack is identified. For an unknown attack, the proactive strategy involves actively identifying the attack as quickly as possible. The attack may not be preventable. However, reactive vigilance (such as a security guard roaming looking for suspicious activity) may serve to alert the organization to the attack at the opening of the damage window. Technical solutions such as IDS can, in the same way, alert to an attack or attempted attack as the attack begins and allow for a faster response.

The risk of unknown attack is also an important strength for proactive testing and analysis of the network security. A goal of proactive security is to identify and treat potential attack vectors before they are utilized by an attacker. Effective policies, system combine with management strategies.

6.5.3 Rogue Access Points attack
The installation of access points in an ungoverned or unauthorized way constitutes a third likely scenario for WLAN attack. In the case of rogue APs, the installation may not be part of a deliberate attempt at compromise. WLAN deployments are often viewed as contributing to convenience and productivity and an individual or group may deploy an AP to provide this benefit without realizing or considering the potential security problems such a deployment can produce. In other situations the deployment of a rogue AP is very much a component of a deliberate attack. A squared and inconspicuously deployed AP (for instance in an unused cube with a live network connection) can give an attacker with brief or limited physical access (under the guise of a job interview or a repairman) a direct connection into the internal network that does not demand a physical presence. Attackers can be very clever with the placement of rogue APs. These APs may even be disguised as valid wireless network points rather then the attacker trying to hide the unauthorized network from discovery, and an attacker may attempt to mix-up the AP into the wireless network with different more accessible settings for their client.

Defending against rogue APs, like defending against unknown attacks, requires a mixed proactive/reactive strategy. WLAN deployment policies are necessary to ensure that everyone within an organization understands the policy on wireless networking, as well as physical security precautions that should be taken to avoid allowing bad party placement of the AP. In the rogue AP scenario, configuration of WLAN components plays an important role. WLANs should be configured properly with security and authentication controls necessary to ensure that any AP connected to the internal network is properly treated and identified, and an AP may not simply be installed and run with both internal and external connectivity. Testing also comes into play in the rogue AP scenario. Organizations should include testing for rogue WLANs and APs as part of their proactive security strategy. A number of tools and techniques exist for doing so. Finally, should a rogue AP be discovered, the CSIRT and incident response plan should have inclusions for handling this threat. Identifying the nature of the; risk analysis (how long the rogue AP has been in place and likelihood that it has been utilized by an attacker); and appropriate response (both technical and procedural) all must be considered, preferably prior to the discovery.

6.6 Recommendations and solution for WLAN Security
Many best practices for securing wireless networks are similar or identical to practices for securing wired infrastructures, but there are additional controls and processes that an organization can deploy to ensure that WLAN security is engaged into the larger network security strategy. 

6.6.1 Effective and Specific WLAN Security Policies

Perhaps the most important component of WLAN security is an appropriate set of policies that defines and enforces appropriate behavior and activities in deploying, administering, and using wireless network infrastructures. Policies should be developed as part of an overall risk analysis and business justification for the deployment of wireless technology. According to guidance from the National Institute of Standards and Technology (NIST), a U.S. government agency responsible for setting best practices for other government agencies:

Agencies should not undertake wireless deployment for essential operations until they have examined and can acceptably manage and reduce the risks to their information, system operations, and continuity of essential operations. Agencies should perform a risk assessment and develop a security policy before purchasing wireless technologies, because their unique security requirements will determine which products should be considered for purchase.
Important specific policies for the deployment of 802.11 infrastructures that should be developed by an organization prior to deployment should include:

1) AP deployment and configuration policies – these policies should limit deployment of 802.11 access points to only those individuals authorized to do so; should require

centralized management and accountability for AP installations; and should specify

part of security configurations and physical locations for any AP deployed.

2) Client and mobile worker end systems policies – policies should be created to ensure

that wireless-enabled mobile systems including laptops and PDAs possess 

security functions such as firewalls, virus protection, intrusion prevention, and virtual

private networking. These policies should be designed to protect the system and user in

open wireless environments such as Wi-fi hot spots.

3) Acceptable use policies – organizational acceptable use policies should be extended to

specifically include activities conducted over wireless network connections. Users must

understand the nature of WLAN technology and that they retain responsibility for their

network activities even if they are not physically located within the organization while

they are connected.

6.6.2 Wireless Security Configuration Recommendations

Many vendors have implemented standard 802.11 functionality into their products. Security, however, is not always implemented by vendors in the same way, and the first step in secure configuration is to be aware of these differences. Some vendors rely on proprietary, internally developed security protocols to achieve security in WLAN deployments using their products. Such security controls usually require specialized software for the client end system and may not be compatible with other vendors’ products. Other 802.11 implementations rely on standards-based security protocols, established by industry and expert communities, and will usually be compatible with other vendors’ implementations of the same security protocols in their respective products. In selecting wireless networking technologies, or in securing WLANs built on these products, it becomes important to realize the specialities of the 802.11 security controls implemented and specific issues inherent in specific products or solutions. In a similar fashion, every WLAN implementation is different, and will have different requirements that bind the configuration options for that wireless network. For example, an “open” commercial hot-spot in a local coffee shop will have a significantly different wireless implementation then a healthcare organization in which wireless users will be sending or receiving medical records or other confidential information over the WLAN. Organizations must understand their unique security requirements, as well as other factors such as industry regulation in deciding configurations of their wireless technology. Securing a wireless network must start with the network infrastructure, specifically the wireless access point itself. Although APs are layer two devices, they should have an IP address defined for management and for implementing security protocols. Device management should be secured prior to enabling any wireless traffic traversing the device. Every AP should additionally provide a secure means of management for the device itself, in which all management traffic is encrypted, and management traffic should not search the wireless network itself. To this end, most APs have a web server running to allow HTTP management of the device. If the web interface is used for management, Secure Sockets Layer (SSL) or Transport Layer Security 9 (TLS) should be utilized to protect traffic. This will require a certificate to be accepted by the administrator to authenticate the AP to be managed. Another acceptable management protocol for the AP is Secure Shell (SSH). This will allow the establishment of an encrypted session to the device with proper user authentication. The AP should require a username and password for device access. A strong password policy should be enforced for all users who have access to the device. SNMP, if employed, should follow the same guidelines in terms of using a string for AP access. If available, all management traffic should be routed through a management VLAN that is designated as such and carries no user traffic.

6.7 Tools and Techniques

6.7.1 Wireless Testing and Audit
An important component of a wireless network security strategy is testing. While configuration and proper design are critical, it is only by testing the resulting infrastructures that an organization can be sure that theory meets practice. 
In a WLAN security test model, system discovery becomes more important. In order to identify all wireless networks within the signal coverage area of a particular site, a survey must be completed. The survey should be one using all non-overlapping channels. For example, in 802.11b, the nonoverlapping channels are1, 6, and 11. The wireless card used to perform the survey will need to verify wireless signals on all of these channels while covering the area of the wireless network implementation. The system discovery will be used to verify all authorized APs are operational and have not been altered. The system discovery will also be used to identify APs that have a signal within the general area of the approved wireless network. This could indicate potential rogue access points, or misconfigured APs that are being used by valid users.

A mapping of the APs is necessary to verify points of access to the wireless network. A mapping will show which access points can be used to access the wireless network and which APs are transmitting their signal to distances outside the acceptable use region of the approved coverage area. A mapping will also identify the client distribution. The clients associated with each AP can be evaluated to ensure there are no inconsistencies in the client counts. With a complete mapping of the wireless access points, the next step in a test is to perform active penetration testing on specific access points. These APs can be tested by first analyzing traffic between the clients connected to the AP for encryption and security vulnerabilities. Identity exchanges will provide information regarding the authentication or encryption protocols in use for access to the wireless network. The wireless frame collected for a particular access point can be used in offline analysis to crack user passwords or the encryption keys. Active penetration may also include steps like availing opportunity. MAC address filtering or obtaining an IP address in a static network environment. Each AP discovered and verified to be an authorized access point to the wired network should have its configuration reviewed. This configuration review should check for consistency in the AP configurations. In cases where configurations are problematic or non-standard, tools exist that can provide centralized configuration management. A growing number of tools are becoming available for auditing wireless networks. Some of the tools are commercial, while others are open source and can be used under the GPL license for free. The two most popular wireless network auditing and data collection tools that are available for download and use at no cost are Kismet and Netstumbler.

6.7.2 Kismet 

Is an open source wireless network sniffing application. This tool is a Linux based tool that will capture wireless network frames in a passive mode, which can then be analyzed in real time or stored and analyzed offline in the standard pcap format. Kismet will provide statistics for the detected wireless networks and will allow the user to decrypt traffic on the fly if the encryption key is known. Netstumbler is a Windows based tool that will identify wireless networks and basic configurations of the APs for each wireless network. This tool provides an easy to use GUI interface that allows the user to quickly identify unencrypted networks and see the clients that are associated with the APs. Netstumbler performs what is referred to as active involvement to identify wireless networks. This active  can be detected and identified by other wireless tools, like kismet, and will alert to the use of  Netstumbler. This  signature can allow an administrator or other individual to identify the use of Netstumbler in a particular signal area.

6.7.3 Wireless Intrusion Detection
Wireless IDS represents somewhat of a new field at this time. While research is being conducted on WLAN IDS systems, few solutions exist at this time, although some commercial tools are beginning to appear. 

6.7.4 Wireless Incident Response
Should a security incident take place involving an organization’s wireless network, it is important to recognize both the similarities and differences between the WLAN and the wired network in conducting incident response activities. For the purposes of this thesis, we have selected the Response phase of the CERT® Security Knowledge in Practice (SKiP) methodology to outline these similarities and differences . Regardless of which incident response methodology or plan an organization employs, it is important to include the issues specific to any wireless network infrastructures in that response strategy. The SKiP methodology is a phased process approach for overall security created and published by CERT®. this methodology describes steps and actions to take to respond to security incidents, primarily focusing on Analysis, and Public Relations. The Response phase also recommends specific courses of action that can be supplemented to include WLAN technology.

• Analyze all available information to characterize an intrusion – in the case of wireless attacks, it may not be possible to isolate the fact that the attack is wireless in nature. However, an organization with WLAN implementations must ensure that these infrastructures are included in incident response plans and that reconstruction of attacks take into account wireless exploitation scenarios. In other cases, it may be obvious that the incident was wireless. In these cases, characterizing the theft may include physical location of the attacker or the AP, as well as breakdowns in authentication or filtering between the wired and wireless nets.

• Communicate with all parties that need to be aware of an intrusion – as with other

intrusions, all stakeholders should be kept aware of the incident and progress in response.

In some cases, particularly those involving regulatory obey or other legal issues,

the nature of the wireless attack may become important, particularly if sensitive information was mistakenly or negligently transmitted over unsecured wireless networks. Legal guidance should be sought in such situations.

• Collect and protect information associated with an intrusion – such collection may be extended to include wireless APs (particularly rogue APs), user access logs, and even

strong monitoring such as security cameras should the attacker have been on or near

an organization’s property when conducting the attack.

• Apply short term solutions to contain an intrusion – actions may include disabling

WLAN access or further limiting WLAN and wired network connectivity. Specific users

may be identified for checkup. Where physical evidence of compromise is discovered

(again, rogue APs or unauthorized personnel near premises) it may be necessary to

undertake physical steps of the organization to ensure that the problem is controlled. In

such cases, physical authorities such as security or the police may be necessary to affect

the short term solution.

• Eliminate all means of intruder access – in addition to mitigating virtual vulnerabilities, the organization may have to consider implementing more robust security controls (see above) within the wireless network. Additionally, the location of APs, physical perimeter 12 protection, and reviews of building access may require review (in the case of a rogue AP installed by an attacker, it may be necessary to determine how that individual gained physical access to the organization.)

• Return systems to normal operation – normal operations may need to include

previously unimplemented WLAN security mechanisms and controls, in order to affect

this improvement.

• Identify and implement security lessons learned – the nature of wireless

network technology makes it both innovative as well as potentially risky as a technology

deployment. Should a wireless incident occur, it may be tempting the technology as too dangerous. This would be an understandable, but ultimately defeatist response. Instead, organizations should take the time to securely deploy wireless infrastructures and test them regularly. An incident is an unfortunate way to learn such a lesson, but such improvements can be achieved.

6.7.5 Appendix: Rogue Access Point Detection Tool
Rogue access point detection is the latest and greatest subject in wireless security, with wireless product vendors building rogue AP detection into their software in some cases. Rogue AP detection may operate in different ways. Some rogue AP detection is based on the signal strength of a wireless network and will literally “point” in the direction of a signal core. Other tools focus on the complete monitoring of the internal network infrastructure to detect rogue access points. The concept of APs is relatively simple, and the detection of such devices should be simple as well. The only conclusive method of identifying a rogue access point is to specifically identify the MAC address of the AP on the internal network. The MAC address of the AP is identified in the wireless frame by the wlan.bssid field. In testing for a rogue AP, once an administrator has performed monitoring of the wireless network by capturing wireless frames in the space surrounding the authorized access area, they can determine the listing of APs by MAC address.

This tool is a proof of concept tool to show a simple automated search to identify rogue APs on the internal network. This tool will search internal MAC tables of network switches and routers for the given MAC address of a potential rogue AP. The search will be based on a listing of IP addresses to search, with SNMP community strings providing access to the devices. If the MAC address is found the switch will be identified in order for the administrator to track down the port and disable, monitor, or track down the end device. This tool is currently in final development. 

6.7.6 POLICY & GUIDANCE
This section highlights the relevant policies and guidance available for reference when

implementing a wireless infrastructure. These policies were considered in the WLAN Security Framework.

6.8 Conclusion of tools and techniques

Wireless network security poses considerable challenges as WLAN deployments experience creates explosive growth. Security and incident response professionals must be aware of the implications and security issues associated with wireless networking regardless of whether or not such networks are being present officially in their organizations. The good news is that wireless networks can be made secure with proper planning and management. However, given the often less than secure nature of current deployments, incidents are likely to increase as a result of poorly configured or deliberately open WLANs. Properly incorporating this technology into security and incident planning will greatly assist organizations in meeting this challenge.
REAL-CLIENT WORK REPORT
We connected 15 computers in Quaid-e-Azam College of commerce which was our real client. In the process we learned both skill and practical knowledge under the guidance of our external adviser: Mr. Kashif Khan. We did the work as follow

We used an 18 port switch. We used 18 ports because we had to connect 15 computers. We used switch because it is best for security under the circumstances. Although it broadcasts for the first time but it is far cheaper than router which unicast even for the first time. It must be kept in mind that our client was economical and cannot afford expenses of router. It is much better than HUB because HUB simply broadcasts everything. Now the question arises what do we mean by for the first time. It simply means that it simply broadcasts when it does not find the information in the router table also called router software about the recipient, when recipient responses it adds it’s address in the router table when next time it has to send information to recipient specified in the router table it simply unicast information between sender and receiver.

Now what do we mean by unicast multicast and broadcast. Unicast means communication between sender and receiver through means of point to point, where sender sends information to only one receiver. This is best from security point of view. Multicast means sender sends information to a group of recipients only. This is not as good as unicast from security point of view. The worst case is broadcast from security point of view. In this scenario sender sends information to everyone. The best example of this is television broadcast. The example of and multicast comes from LUMS networking system. In LUMS students can here lectures by mere sitting in the hostel if they do not attend the class. The BCS student group can listen to their respective teacher. This makes a good example of multicast. If someone says something in somebody’s ear so that no other body can hear it then this makes good example of unicast.

To connect computers we have used cable straight through method. In this method first point is connected with first and so on. We have used windows 2000 server at server and windows 2000 XP at client ends. We have used client server configuration because it reduces rush, it also reduces cost and it is also easy to monitor networking through it. These all things are apparent from the figure below.

Figure 40:


[image: image40.emf]Client

computer

Client

computer

Client

computer

Client

computer

Server

CLIENT SERVER CONFIGURATION


Figure 41:
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In client-server configuration information is shared through server.

This all work related information was collected from our external adviser Mr. Kashif Khan. We used the cable for connectivity: U-T-P cat 5. In this cable there are sub-cables whose color combination is as follows:

1) White orange

2) Orange

3) White green

4) Blue

5) White blue

6) Green

7) White brown

8) brown

These cables were connected to connector according to their color combination and the connector was connected to LAN card. The LAN card was not built in and we had to fix it in the mother boards of PCs. The cable was fixed in connector through crimping and their color combination configuration was tested through tester. Tester is an instrument which responses on right configuration and beeps on wrong one. Remember connector used was RJ 45 and ports of a router are by default RJ 45. We used the LAN card which was bootable, so the advantage of this is that if there is no operating system on client or it is corrupt, then it can boot from network.

Hardware specification:

1) Switch

2) Computers

3) Cable

4) Connector

5) LAN card

6) Tester
7) Climper

Security implemented:
1)   Authentication:

From windows when user is created there is an option “user cannot change password” this option was set on. Now it was facilitated that only authorized user could manipulate and see his or her data.

2)   Integrity: 

The feature that confirms integrity is CRC: cyclic reduncy check. Through it the receiver checks if packet received is correct or not. In earlier days if the packet was not correct it was correctified which was costful. Now it happens that damaged packet is retransmitted. If the packet is correct then acknowledgement is sent. This method is good for integrity but slow as pauses due to the feature of acknowledgement. However this slowness can not be adapted in some cases as voice chatting. This is managed by the fact that protocol used with feature: acknowledgement is TCP/IP, which is a sack containing other protocols and also UDP. UDP does not include acknowledgement and can be used whenever it is needed. TCP/IP is connection oriented and UDP is connectionless. These all feature run at back hand automatically. TCP stands for transmission control protocol.

3)   Confidentionality:

We implemented Confidentionality by adding a header of authenticated person on file. This was done by going to the properties of file and clicking on security. Then we clicked on add and gave user name and also checked on full control. This gave the control to name given and now only he could see the confidential file over net.

6.8 Conclusion of Chapter-6
Wireless security faces many challenges because growth of wireless adoption is massive and it is difficult for security to keep pace with it professional and responders of security flaw must be aware of security issue associated with wireless networking. Wireless system can be made secure with good polices, plans and management held by administration. Poor configuration and deliberately open wireless LAN’s can be problem for security. Proper security in WLAN and planning encountered as response to certain theft incident can help to face challenges related to security.

Conclusion

In the first session of written material we have narrated the introduction of wireless systems. In the second section of our thesis we have discussed the problems to these networks due to security problems. In the third section we have discussed treatments to theses problems but it is concluded that these solutions are not sufficient. This is because wireless security is a dynamic technology and has to be updated regularly. Furthermore there is no fixed method through which wireless can be secured. The attacker can attack through any open hole. However it is also much much important to secure WLAN in order to save confidential data. The big problems on the abstract level are:

1) Like many other network security problems, education and awareness play a large part in reducing the potential threat. In the case of wireless networking, this issue can be exaggarated by the rapid plantation of Wi-fi hot spots in airports, retail shops, and universities, as well as “freenets” set up in communities to provide Internet access to anyone within range. By their very nature, open WLAN access points have little or not security deployed. The same can be said for private, but unsecured, access points, be they a wireless AP in a private residence, connected to a cable modem and accessible from surrounding residences, or an enterprise with a large WLAN and no real authentication or security measures in place. In some cases, WLAN administrators may possess a false sense of security due to a lack of understanding of threat issues or the technology. For instance, home users may feel that since they assign a service set ID (SSID) to their WLAN that this functions as a sort of password protection, not understanding that this information is typically broadcast over the WLAN and easily discovered.

In the case of an unsecured WLAN, users may not be aware of the open nature of their communications. Data exchanged with the WLAN is subject to capture, and the wireless computer becomes a potential target of attackers on the net. Should the wireless user at an open hot spot connect back into his or her organization’s internal network in a less-than-secure fashion then any attackers or malicious software that may compromise the individual’s system may have easy access to other resources. Security issues, privacy issues, and even threats to legal or regulatory obey may ensue, as a result of this lack of knowledge or awareness. These risks do not affect only the technologically inexperienced or those with little understanding of the Internet or security.

2) Like many other network security problems, education and awareness play a large part in reducing the potential threat. In the case of wireless networking, this issue can be exaggarated by the rapid plantation of Wi-fi hot spots in airports, retail shops, and universities, as well as “freenets” set up in communities to provide Internet access to anyone within range. By their very nature, open WLAN access points have little or not security deployed. The same can be said for private, but unsecured, access points, be they a wireless AP in a private residence, connected to a cable modem and accessible from surrounding residences, or an enterprise with a large WLAN and no real authentication or security measures in place. In some cases, WLAN administrators may possess a false sense of security due to a lack of understanding of threat issues or the technology. For instance, home users may feel that since they assign a service set ID (SSID) to their WLAN that this functions as a sort of password protection, not understanding that this information is typically broadcast over the WLAN and easily discovered.

In the case of an unsecured WLAN, users may not be aware of the open nature of their communications. Data exchanged with the WLAN is subject to capture, and the wireless computer becomes a potential target of attackers on the net. Should the wireless user at an open hot spot connect back into his or her organization’s internal network in a less-than-secure fashion then any attackers or malicious software that may compromise the individual’s system may have easy access to other resources. Security issues, privacy issues, and even threats to legal or regulatory obey may ensue, as a result of this lack of knowledge or awareness. These risks do not affect only the technologically inexperienced or those with little understanding of the Internet or security.

The great challenge for this scenario is:
The addition of widespread network infrastructures with often very limited security controls in place is a growing problem for those responsible for securing networks and tracking down and responding to attacks. The ease with which a WLAN can be deployed makes rogue APs a concern of every security administrator. Such an AP, located within the corporate firewall and connected to the wired network, can be an instant critical threat to an otherwise well-secured infrastructure. By the same token, an incident involving such an AP, especially if concealed well, can become very problematic to trace. Consider also the threat to mobile workers connecting to open networks and making themselves vulnerable to local attack or worm tease. It is important for security professionals to understand and actively pursue security on wireless networks with the same vigor they defend traditional nets, whether they own and deploy those networks themselves or allow their workers to utilize third party connections.

However the need for securing wireless systems can not be neglected at any cast. For example if one bank wants to innovate ATM and half the researches are completed by it and some other bank steels the research and starts with ATM befor that partner then he will give his partner a loss of first mover advantage which can cost him over carores. That is why security implementation is so important and so researches in this regard are being made all over the world.
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