TABLE OF CONTENTS

1. Introduction ……………………………………….............................................................................1
1.1 Wireless Networks…………………………………………………………………………………...1
    1.1.1 Wireless LANs……………………………………..……………………………………………1
    1.1.2 Ad Hoc Networks………………………………………………………………………………..2
  1.2 Wireless Devices……………………………………………………………………………………2
    1.2.1 Personal Digital Assistants……………………………………………………………………....3
    1.2.2 Smart Phones…………………………………………………………………………………….3
  1.3 Wireless Standards…………………………………………………………………………………..3
    1.3.1 IEEE 802.11……………………………………………………………………………………...3
    1.3.2 Bluetooth………………………………………………………………………………………....3
  1.4 Wireless Security Threats And Risk Mitigation…………………………………………………….3
  1.5 Emerging Wireless Technologies…………………………………………………………………...4
  1.6 Wi-Fi………………………………………………………………………………………………...5
    1.6.1 Wi-Fi Cell Phone…………………………………………………………………………………5
    1.6.2 History……………………………………………………………………………………………5
    1.6.3 How It Works………………………………………………………………………………….....6
    1.6.4 Wi-Fi Verses Cellular……………………………………………………………………………6
    1.6.5 Commercial Wi-Fi…………………………………………………………………………….....7
    1.6.6 Advantages Of Wi-Fi………………………………………………………………………….....7
    1.6.7 Disadvantages Of Wi-Fi………………………………………………………………………….7
    1.6.8 Wi-Fi Gming……………………………………………………………………………………..8
  1.7 Wi-Max……………………………………………………………………………………………...8
    1.7.1 Uses of Wi-Max……………………………………………………………………………….....8
  1.8 Telecommunication………………………………………………………………………………….9
    1.8.1 Examples Of Human Telecommunication……………………………………………………....10
  1.9 Wireless LAN………………………………………………………………………………………11
  1.10 Types Of Operations………………………………………………………………………………12
  1.11 Bluetooth…………………………………………………………………………………………..12
    1.11.1 Introduction Of Bluetooth……………………………………………………………………...13
    1.11.2 Bluetooth Applications………………………………………………………………………...13
    1.11.3 Specifications…………………………………………………………………………………..13
    1.11.4 History And Specification And Feature………………………………………………………..14
    1.11.5 Bluetooth 1.0 and 1.0b…………………………………………………………………………14
    1.11.6 Bluetooth 1.1…………………………………………………………………………………...14
    1.11.7 Bluetooth 1.2…………………………………………………………………………………...14
    1.11.8 Bluetooth 2.0…………………………………………………………………………………...14
    1.11.9 The Future Of Bluetooth……………………………………………………………………….15
  1.12 Router……………………………………………………………………………………………...15
    1.12.1 Functions……………………………………………………………………………………….15
    1.12.2 Types of router…………………………………………………………………………………16
  1.13 Short Description Of Standard…………………………………………………………………….16
    1.13.1 The MAC………………………………………………………………………………………16
  1.14 Station Can Operate In Two Configurations……………………………………………………...17
  1.15 The Physical Layer………………………………………………………………………………..17
  1.16 WEP Technology………………………………………………………………………………….17
    1.17 Steps Securing WLANs………………………………………………………………………….18
    1.18 Deploying LAN Based VPNs……………………………………………………………………19
    1.19 IEEE 802.11x A Port Based……………………………………………………………………...19
      1.19.1 Port Based…………………………………………………………………………………….20
    1.20 Extensible Authentication Protocol……………………………………………………………...20
    1.21 Sniffer Programs…………………………………………………………………………………20
    1.22 Roaming………………………………………………………………………………………….20
      1.22.1 Handling A Roaming Scenario……………………………………………………………….21
    1.23 VeriWave’s Wave Test…………………………………………………………………………..21
      1.23.1 Need…………………………………………………………………………………………..21
      1.23.2 Advantages……………………………………………………………………………………21
      1.23.3 Wave Test 1000………………………………………………………………………………22
    1.24 Today’s Test Landscape…………………………………………………………………………22
    1.25 Spatial Testing…………………………………………………………………………………...23
    1.26 Atlanta……………………………………………………………………………………………23
    1.27 Companies………………………………………………………………………………………..23
    1.28 Drive By Hacking………………………………………………………………………………..23

    1.3 Conclusion of Chapter-1…………………………………………………………………………..24
2 WEP Encryption And it’s Weaknesses……………………………………………………………...26
2.1 Stream Ciphers And Block Ciphers………………………………………………………………....26
    2.1.1 Initialization Vectors……………………………………………………………………………28
    2.1.2 Feedback Modes………………………………………………………………………………...29
    2.1.3 Statistical Key Derivation………………………………………………………………………30
    2.1.4 Inductive Key Derivation……………………………………………………………………….30
    2.1.5 Replay Attacks………………………………………………………………………………….30
    2.1.6 Bit Flipping Attacks…………………………………………………………………………….32
    2.1.7 Static WEP Key Management………………………………………………………………….34
2.2 Secure 802.11 Wireless LANs………………………………………………………………………34
2.3 Conclusion of Chapter-2…………………………………………………………………………….35
3 Cisco Wireless Security Suite Components…………………………………………………………38
 3.1 802.1x Authentication………………………………………………………………………………38

    3.1.1 802.1x Require Three Entities…………………………………………………………………..38
  3.2 The EAP CISCO Authentication Algorithm………………………………………………………..41
    3.2.1 Mutual Authentication…………………………………………………………………………..41
    3.2.2 User Based Authentication……………………………………………………………………...41
    3.2.3 Dynamic WEP Keys…………………………………………………………………………….41
    3.2.4 Data Privacy With TKIP………………………………………………………………………...42

    3.2.5 Message Integrity Check………………………………………………………………………...42

    3.2.6 Per Packet Keying……………………………………………………………………………….43

    3.2.7 Broadcast Key Rotation…………………………………………………………………………44

  3.3 CISCO LEAP Architecture………………………………………………………………………...45

    3.3.1 CISCO LEAP Authentication Process………………………………………………………….45

    3.3.2 CISCO LEAP Deployment……………………………………………………………………..46

    3.3.3 Third Party Support……………………………………………………………………………..46

    3.3.4 CISCO LEAP Deployment Best Practices……………………………………………………...47
    3.3.5 Use Strong Passwords…………………………………………………………………………...47

  3.4 Avoid Using MAC…………………………………………………………………………….……47

    3.4.1 Use Radius Session………………………………………………………………………….......47
    3.4.2 Deploy CISCO LEAP On Separate Virtual Layer…………………………………………........48
 3.5 Conclusion of Chapter-3…………………………………………………………………………….48
4 Advance Encryption Standard (AES)…………………………………………………………….....50
4.1 AES Overview………………………………………………………………………………….........50
    4.1.1 AES OCB Mode…………………………………………………………………………….......50
    4.1.2 AES CCM Mode………………………………………………………………………………...52

  4.2 TLS Overview………………………………………………………………………………………53

    4.2.1 TLS Authentication Process………………………………………………………………….....53

    4.2.2 EAP-TLS Authentication Process……………………………………………………………….54

  4.3 EAP SIM Architecture……………………………………………………………………………...55

    4.3.1 EAP SIM Authentication process……………………………………………………………….55

  4.4 Protected EAP……………………………………………………………………………………....58

  4.5 PEAP Authentication Process………………………………………………………………………58
  4.6 Customer Challenges……………………………………………………………………………….59

    4.6.1 One Size Does Not Fit All………………………………………………………………………60

  4.7 Scenarios……………………………………………………………………………………………62

  4.8 Securing WLAN……………………………………………………………………………………66

  4.9 Current Issues……………………………………………………………………………………….66
4.10 Conclusion of Chapter-4……………………………………………………………………………68
5 802.1x The best………………………………………………………….……………………………70
5.1 802.1x Overview……………………………………………………………………………………..70
    5.1.1 Architectural Advantages………………………………………………………………………..71

      5.1.1.1 Scalable………………………………………………………………………………………71

      5.1.1.2 Distributable………………………………………………………………………………….72

      5.1.1.3 Cost Effective………………………………………………………………………………...72

      5.1.1.4 Common Architectures………………………………………………………………………72
  5.2 Scenarios Related To Sites…………………………………………………………………………72

    5.2.1 Single Site Deployment…………………………………………………………………………72

    5.2.2 Distributed Autonomous Sites…………………………………………………………………..73
    5.2.3 Distributed Sites…………………………………………………………………………………74

    5.2.4 Distributed Sites and Security…………………………………………………………………...76
  5.3 Combine Architectures……………………………………………………………………………..77

  5.4 Which FUNK Radius Server Should I Choose……………………………………………………..77

  5.5 802.1x Client Considerations……………………………………………………………………….78

    5.5.1 RADIUS Server Requirements………………………………………………………………….78

  5.6 Security In AB Access Systems…………………………………………………………………….79
    5.6.1 Radio And MAC Layer………………………………………………………………………….79

    5.6.2 Provisioning At The Access Point………………………………………………………………80

    5.6.3 Bridging………………………………………………………………………………………....81
    5.6.4 External Solutions……………………………………………………………………………….81

  5.7 AOSS……………………………………………………………………………………………….81
    5.7.1 Summary-Wireless Security Problem…………………………………………………………...81

    5.7.2 The AOSS User Experience…………………………………………………………………......82
    5.7.3 AOSS Behind The Picture………………………………………………………………………82
      5.7.3.1 Association Phase ………………………………………………………………………...…82

      5.7.3.2 Key Generation Phase………………………………………………………………………..83

      5.7.3.3 Information Exchange Phase………………………………………………………………...83

      5.7.3.4 Key Transfer Phase…………………………………………………………………………..83

      5.7.3.5 Reboot Stack…………………………………………………………………………………84
    5.7.4 Subsequent AOSS Processes……………………………………………………………………84

    5.7.5 Wireless Security Challenges Prior To AOSS…………………………………………………..84

    5.7.6 AOSS As The Wireless Security Solution………………………………………………………85
5.8 Conclusion of Chapter-5……………………………………………………………………………..86
6 Challenges To WLAN Security + Security Techniques …………………………….……………88

6.1 The Growth Of Wireless LANs…………………………………………………………………….88

  6.2 Security Challenges With Wireless Networking………………………………………………….88
  6.3 Technical Security Issues…………………………………………………………………………89

    6.3.1 Administrative Security Issues………………………………………………………………...89

    6.3.2 Educational Security Issues……………………………………………………………………90
  6.4 Challenge For Security And Incident Response…………………………………………………..90
    6.4.1 Proactive Verses Reactive Security Approaches………………………………………………90
      6.4.1.1 Sub-optimized Reactive Approach…………………………………………………………91
      6.4.1.2 Optimized Reactive Approach……………………………………………………………...92
      6.4.1.3 Proactive Approach…………………………………………………………………………92
  6.5 Wireless Network Attack Scenarios………………………………………………………………93
    6.5.1 Known Attack………………………………………………………………………………….93

    6.5.2 Unknown Attack……………………………………………………………………………….94

    6.5.3 Rogue Access Point Attack…………………………………………………………………….94

  6.6 Recommendation And Solution For Wireless Security…………………………………………...95

    6.6.1 Effective And Specific WLAN Security Policies……………………………………………...95
    6.6.2 Wireless Security Configuration Recommendation……………………………………………96

  6.7 Tools And Techniques…………………………………………………………………………….97

    6.7.1 Wireless Testing And Audit……………………………………………………………………97
    6.7.2 Kismet………………………………………………………………………………………….98
    6.7.3 Wireless Intrusion Detection…………………………………………………………………...98
    6.7.4 Wireless Incident Response……………………………………………………………………98

    6.7.5 Rogue Access Point Detection…………………………………………………………………99
    6.7.6 Policy And Guidance………………………………………………………………………….100
  6.8 Conclusion Of Tools And Techniques……………………………………………………………100

Real Client Report……………………………………………………………………………………...100
6.8 Conclusion of Chapter-6……………………………………………………………………………103
Conclusion……………………………………………………………………………………………...106
Index……………………………………………………………………………………………………108
Refrences………………………………………………………………………………………………..114
xiii

