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ABSTRACT 
 
Relaying voltages and currents at are passed through Isolation Transformers. Since 
analog to digital conversion is usually performed on voltages, the current signals are 
converted to representative voltages by passing them through a known resistance. All the 
signals are then filtered using simple analog Anti aliasing Filters. Since ADCs are 
expensive it is common to use only one in a numeric relay. Our relay utilizes built-in 
ADC of PIC 16F877A Microcontroller. Software level Multiplexer is used, under 
microprocessor control, sequentially to select the required signal into ADC. Since an 
ADC takes a finite conversion time usually 25usec, it is necessary to hold the incoming 
signal for the duration of conversion. This is achieved by a Sample and Hold amplifier. 
Having been manipulated by the ADC the signal can be fed to Microprocessor which in 
our case is PIC 16F877A. There may be one or more processors, one for running 
algorithm ad another for scheme logic. The relaying program will be located in ROM and 
a RAM will be used for storing sampled quantities and intermediate products in relaying 
algorithm. Relay settings can be stored in EEPROM or they can be defined in program as 
in our case for fixed application. A Power Supply is also incorporated to supply a 
regulated and constant power to relay electronics. These are typically 5V or 12V. 
Switched mode supplies are generally used as they are more efficient. Voltage and 
current values of all three phases are continuously being displayed and updated on LCD 
separately. LCD also shows particular operation of relay in case of fault
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Chapter 1 
Objective: 
The purpose of an electrical power system is to generate and supply electrical energy to 
consumers. The main objective of this project is to protect a power system from certain 
faults by using protective relay. For this purpose we’ll try to design an over current relay, 
over voltage relay and under voltage relay. 
 

1. Relay: 

A relay is an electrically operated switch. Current flowing through the coil of the relay 
creates a magnetic field which attracts a lever and changes the switch contacts. The coil 
current can be on or off so relays have two switch positions and they are double throw 
(changeover) switches. 

 

 

 
Figure 1: Symbol for Relay 

The relay's switch connections are usually labeled COM, NC and NO:  

• COM: Common, always connect to this; it is the moving part of the switch.  
• NC: Normally Closed, COM is connected to this when the relay coil is off.  
• NO: Normally Open, COM is connected to this when the relay coil is on.  
• Connect to COM and NO if we want the switched circuit to be on when the relay coil is 

on.  
• Connect to COM and NC if we want the switched circuit to be on when 

the relay coil is off.  

 

Relays allow one circuit to switch a second circuit which can be completely 
separate from the first. For example a low voltage battery circuit can use a relay 
to switch a 230V AC mains circuit. There is no electrical connection inside the 
relay between the two circuits, the link is magnetic and mechanical.  
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Chapter 1 

FUNDAMENTALS OF POWER SYSTEM PROTECTION 

 

1.1 Introduction: 
 
Severe disruption to the normal routine of modern society is likely if power outages are 
frequent or prolonged, placing an increasing emphasis on reliability and security of 
supply. As the requirements of reliability and economy are largely opposed, power 
system design is inevitably a compromise. A power system comprises many diverse 
items of equipment. Figure 1.1 shows a hypothetical power system; this illustrates the 
diversity of equipment that is found. 
 
Many items of equipment are very expensive, and so the complete power system 
represents a very large capital investment. To maximize the return on this outlay, the 
system must be utilized as much as possible within the applicable constraints of security 
and reliability of supply. More fundamental, however, is that the power system should 
operate in a safe manner at all times. No matter how well designed, faults will always 
occur on a power system, and these faults may represent a risk to life and/or property. 
Even away from the fault arc itself, heavy fault currents can cause damage to plant if they 
continue for more than a few seconds. The provision of adequate protection to detect and 
disconnect elements of the power system in the event of fault is therefore an integral part 
of power system design. Only by so doing can the objectives of the power system be met 
and the investment protected. This is the measure of the importance of protection systems 
as applied in power system practice and of the responsibility vested in the Protection 
Engineer.
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Figure 1.1: Example Power System 
 
 

1.2 Protection Equipment: 
 
The definitions that follow are generally used in relation to power system protection: 
 

• Protection System: a complete arrangement of protection equipment and other 
devices required to achieve a specified function based on a protection principal. 

 
• Protection Equipment: a collection of protection devices (relays, fuses, etc.). 

Excluded are devices such as CT’s, CB’s, Contactors, etc. 
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• Protection Scheme: a collection of protection equipment providing a defined 
function and including all equipment required to make the scheme work (i.e. 
relays, CT’s, CB’s, batteries, etc.)  

 
In order to fulfill the requirements of protection with the optimum speed for the many 
different configurations, operating conditions and construction features of power systems, 
it has been necessary to develop many types of relay that respond to various functions of 
the power system quantities. For example, observation simply of the magnitude of the 
fault current suffices in some cases but measurement of power or impedance may be 
necessary in others. Relays frequently measure complex functions of the system 
quantities, which are only readily expressible by mathematical or graphical means.  
For practical physical and economic reasons, this ideal is not always achieved, 
accommodation for current transformers being in some cases available only on one side 
of the circuit breakers, as in Figure 1.2. This leaves a section between the current 
transformers and the circuit breaker A that is not completely protected against faults. In 
Figure 1.2, a fault at F would cause the busbar protection to operate and open the circuit 
breaker but the fault may continue to be fed through the feeder. The feeder protection, if 
of the unit type, would not operate, since the fault is outside its zone. This problem is 
dealt with by intertripping or some form of zone extension, to ensure that the remote end 
of the feeder is tripped also. The point of connection of the protection with the power 
system usually defines the zone and corresponds to the location of the current 
transformers. Unit type protection will result in the boundary being a clearly defined 
closed loop. Alternatively, the zone may be unrestricted; the start will be defined but the 
extent (or ‘reach’) will depend on measurement of the system quantities and will 
therefore be subject to variation, owing to changes in system conditions and measurement 
errors. 
 
 
 
 

 
 
 
    
 
  
 
 
 
 
 
 
 
 
 
 
 
 
                                                        Figure 1.2: CT locations [1] 
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1.3 Reliability: 
 
The need for a high degree of reliability is discussed in Section 2.1. Incorrect operation 
can be attributed to one of the following classifications: 
 
 

a. incorrect design/settings 
b. incorrect installation/testing 
c. deterioration in service 

 

1.3.1 Design: 
 
The design of a protection scheme is of paramount importance. This is to ensure that the 
system will operate under all required conditions, and (equally important) refrain from 
operating when so required (including, where appropriate, being restrained from 
operating for faults external to the zone being protected). Due consideration must be 
given to the nature, frequency and duration of faults likely to be experienced, all relevant 
parameters of the power system (including the characteristics of the supply source, and 
methods of operation) and the type of protection equipment used. Of course, no amount 
of effort at this stage can make up for the use of protection equipment that has not itself 
been subject to proper design. 

1.3.2 Settings: 
 
It is essential to ensure that settings are chosen for protection relays and systems which 
take into account the parameters of the primary system, including fault and load levels, 
and dynamic performance requirements etc. The characteristics of power systems change 
with time, due to changes in loads, location, type and amount of generation, etc. 
Therefore, setting values of relays may need to be checked at suitable intervals to ensure 
that they are still appropriate. Otherwise, unwanted operation or failure to operate when 
required may occur. 
 

1.3.3 Installation: 
 
The need for correct installation of protection systems is obvious, but the complexity of 
the interconnections of many systems and their relationship to the remainder of the 
installation may make checking difficult. Site testing is therefore necessary; since it will 
be difficult to reproduce all fault conditions correctly, these tests must be directed to 
proving the installation. The tests should be limited to such simple and direct tests as will 
prove the correctness of the connections, relay settings, and freedom from damage of the 
equipment. No attempt should be made to 'type test' the equipment or to establish 
complex aspects of its technical performance. 
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1.3.4 Testing: 
 
Comprehensive testing is just as important, and this testing should cover all aspects of the 
protection scheme, as well as reproducing operational and environmental conditions as 
closely as possible. Type testing of protection equipment to recognized standards fulfils 
many of these requirements, but it may still be necessary to test the complete protection 
scheme (relays, current transformers and other ancillary items) and the tests must 
simulate fault conditions realistically. 
 

1.3.5 Deterioration in service: 
 
Subsequent to installation in perfect condition, deterioration of equipment will take place 
and may eventually interfere with correct functioning. For example, contacts may 
become rough or burnt owing to frequent operation, or tarnished owing to atmospheric 
contamination; coils and other circuits may become open-circuited, electronic 
components and auxiliary devices may fail, and mechanical parts may seize up. 
The time between operations of protection relays may be years rather than days. During 
this period defects may have developed unnoticed until revealed by the failure of the 
protection to respond to a power system fault. For this reason, relays should be regularly 
tested in order to check for correct functioning. Testing should preferably be carried out 
without disturbing permanent connections. This can be achieved by the provision of test 
blocks or switches. 
 
The quality of testing personnel is an essential feature when assessing reliability and 
considering means for improvement. Staff must be technically competent and adequately 
trained, as well as self-disciplined to proceed in a systematic manner to achieve final 
acceptance. Important circuits that are especially vulnerable can be provided with 
continuous electrical supervision; such arrangements are commonly applied to circuit 
breaker trip circuits and to pilot circuits. Modern digital and numerical relays usually 
incorporate self-testing diagnostic facilities to assist in the detection of failures. With 
these types of relay, it may be possible to arrange for such failures to be automatically 
reported by communications link to a remote operations center, so that appropriate action 
may be taken to ensure continued safe operation of that part of the power system and 
arrangements put in hand for investigation and correction of the fault. 
 

1.3.6 Protection Performance: 
 
Protection system performance is frequently assessed statistically. For this purpose each 
system fault is classed as an incident and only those that are cleared by the tripping of 
the correct circuit breakers are classed as 'correct'. The percentage of correct clearances 
can then be determined. This principle of assessment gives an accurate evaluation of the 
protection of the system as a whole, but it is severe in its judgment of relay performance. 
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Many relays are called into operation for each system fault, and all must behave correctly 
for a correct clearance to be recorded. Complete reliability is unlikely ever to be achieved 
by further improvements in construction. If the level of reliability achieved by a single 
device is not acceptable, improvement can be achieved through redundancy, e.g. 
duplication of equipment. Two complete, independent, main protection systems are 
provided, and arranged so that either by itself can carry out the required function. If the 
probability of each equipment failing is x/unit, the resultant probability of both 
equipments failing simultaneously, allowing for redundancy, is x2. Where x is small the 
resultant risk (x2) may be negligible. Where multiple protection systems are used, the 
tripping signal can be provided in a number of different ways. The two most common 
methods are: 
 

• all protection systems must operate for a tripping operation to occur (e.g. ‘two-  
out-of-two’ arrangement) 

 
• only one protection system need operate to cause a trip (e.g. ‘one-out-of two’ 

arrangement) 
 
The former method guards against maloperation while the latter guards against failure to 
operate due to an unrevealed fault in a protection system. Rarely, three main protection 
systems are provided, configured in a ‘two-out-of three’ tripping arrangement, to provide 
both reliability of tripping, and security against unwanted tripping. It has long been the 
practice to apply duplicate protection systems to busbars, both being required to operate 
to complete a tripping operation. Loss of a busbar may cause widespread loss of supply, 
which is clearly undesirable. In other cases, important circuits are provided with duplicate 
main protection systems, either being able to trip independently. On critical circuits, use 
may also be made of a digital fault simulator to model the relevant section of the power 
system and check the performance of the relays used. 
 

1.4 Selectivity: 
 
When a fault occurs, the protection scheme is required to trip only those circuit breakers 
whose operation is required to isolate the fault. This property of selective tripping is also 
called 'discrimination' and is achieved by two general methods. 
 

1.4.1 Time Grading: 
 
Protection systems in successive zones are arranged to operate in times that are graded 
through the sequence of equipments so that upon the occurrence of a fault, although a 
number of protection equipments respond, only those relevant to the faulty zone complete 
the tripping function. The others make incomplete operations and then reset. The speed of 
response will often depend on the severity of the fault, and will generally be slower than 
for a unit system. 
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1.4.2 Unit Systems: 
 
It is possible to design protection systems that respond only to fault conditions occurring 
within a clearly defined zone. This type of protection system is known as 'unit protection'. 
Certain types of unit protection are known by specific names, e.g. restricted earth fault 
and differential protection. Unit protection can be applied throughout a power system 
and, since it does not involve time grading, is relatively fast in operation. The speed of 
response is substantially independent of fault severity. Unit protection usually involves 
comparison of quantities at the boundaries of the protected zone as defined by the 
locations of the current transformers. This comparison may be achieved by direct hard-
wired connections or may be achieved via a communications link. However certain 
protection systems derive their 'restricted' property from the configuration of the power 
system and may be classed as unit protection, e.g. earth fault protection applied to the 
high voltage delta winding of a power transformer. Whichever method is used, it must be 
kept in mind that selectivity is not merely a matter of relay design. It also depends on the 
correct coordination of current transformers and relays with a suitable choice of relay 
settings, taking into account the possible range of such variables as fault currents, 
maximum load current, system impedances and other related factors, where appropriate. 
 

1.5 Stability: 
 
The term ‘stability’ is usually associated with unit protection schemes and refers to the 
ability of the protection system to remain unaffected by conditions external to the 
protected zone, for example through load current and external fault conditions. 
 

1.6 Speed: 
 
The function of protection systems is to isolate faults on the power system as rapidly as 
possible. The main objective is to safeguard continuity of supply by removing each 
disturbance before it leads to widespread loss of synchronism and consequent collapse of 
the power system. As the loading on a power system increases, the phase shift between 
voltages at different busbars on the system also increases, and therefore so does the 
probability that synchronism will be lost when the system is disturbed by a fault. The 
shorter the time a fault is allowed to remain in the system, the greater can be the loading 
of the system. Figure 2.8 shows typical relations between system loading and fault 
clearance times for various types of fault. It will be noted that phase faults have a more 
marked effect on the stability of the system than a simple earth fault and therefore require 
faster clearance. 
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     Figure 1.3: Typical power/time relationship for various fault types [1] 

 
System stability is not, however, the only consideration. Rapid operation of protection 
ensures that fault damage is minimized, as energy liberated during a fault is proportional 
to the square of the fault current times the duration of the fault. Protection must thus 
operate as quickly as possible but speed of operation must be weighed against economy. 
Distribution circuits, which do not normally require a fast fault clearance, are usually 
protected by time-graded systems. Generating plant and EHV systems require protection 
gear of the highest attainable speed; the only limiting factor will be the necessity for 
correct operation, and therefore unit systems are normal practice. 
 

1.7 Sensitivity: 
 
Sensitivity is a term frequently used when referring to the minimum operating level 
(current, voltage, power etc.) of relays or complete protection schemes. The relay or 
scheme is said to be sensitive if the primary operating parameter(s) is low. 
With older electromechanical relays, sensitivity was considered in terms of the sensitivity 
of the measuring movement and was measured in terms of its volt-ampere consumption 
to cause operation. With modern digital and numerical relays the achievable sensitivity is 
seldom limited by the device design but by its application and CT/VT parameters. 
 

1.8 Primary and Back-up Protection: 
 
The reliability of a power system has been discussed earlier, including the use of more 
than one primary (or ‘main’) protection system operating in parallel. In the event of failure 
or non-availability of the primary protection some other means of ensuring that the fault 
is isolated must be provided. These secondary systems are referred to as ‘back-up 
protection’. Back-up protection may be considered as either being ‘local’ or ‘remote’. 
Local back-up protection is achieved by protection which detects an un-cleared primary 
system fault at its own location and which then trips its own circuit breakers, e.g. time 
graded overcurrent relays. Remote back-up protection is provided by protection that 
detects an un-cleared primary system fault at a remote location and then issues a local 
trip command, e.g. the second or third zones of a distance relay. In both cases the main 
and back-up protection systems detect a fault simultaneously, operation of the back-up 
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protection being delayed to ensure that the primary protection clears the fault if possible. 
Normally being unit protection, operation of the primary protection will be fast and will 
result in the minimum amount of the power system being disconnected. Operation of the 
back-up protection will be, of necessity, slower and will result in a greater proportion of 
the primary system being lost. The extent and type of back-up protection applied will 
naturally be related to the failure risks and relative economic importance of the system. 
For distribution systems where fault clearance times are not critical, time delayed remote 
back-up protection may be adequate. For EHV systems, where system stability is at risk 
unless a fault is cleared quickly, multiple primary protection systems, operating in 
parallel and possibly of different types (e.g. distance and unit protection), will be used to 
ensure fast and reliable tripping. Back-up overcurrent protection may then optionally be 
applied to ensure that two separate protection systems are available during maintenance 
of one of the primary protection systems. Back-up protection systems should, ideally, be 
completely separate from the primary systems. For example a circuit protected by a 
current differential relay may also have time graded overcurrent and earth fault relays 
added to provide circuit breaker tripping in the event of failure of the main primary unit 
protection. To maintain complete separation and thus integrity, current transformers, 
voltage transformers, relays, circuit breaker trip coils and d.c. supplies would be 
duplicated. This ideal is rarely attained in practice. The following compromises are 
typical: 
 

• Separate current transformers (cores and secondary windings only) are provided. 
This involves little extra cost or accommodation compared with the use of 
common current transformers that would have to be larger because of the 
combined burden. This practice is becoming less common when digital or 
numerical relays are used, because of the extremely low input burden of these 
relay types 

 
• Voltage transformers are not duplicated because of cost and space 

considerations. Each protection relay supply is separately protected (fuse or 
MCB) and continuously supervised to ensure security of the VT output. An alarm 
is given on failure of the supply and it prevents an unwanted operation of the 
protection. 

 
• Trip supplies to the two protections should be separately protected (fuse or 

MCB). Duplication of tripping batteries and of circuit breaker tripping coils may be 
provided. Trip circuits should be continuously supervised. 

 
• It is desirable that the main and back-up protections (or duplicate main 

protections) should operate on different principles, so that unusual events that 
may cause failure of the one will be less likely to affect the other.  

 
Digital and numerical relays may incorporate suitable back-up protection functions (e.g. 
a distance relay may also incorporate time-delayed overcurrent protection elements as 
well). A reduction in the hardware required to provide back-up protection is obtained, but 
at the risk that a common relay element failure (e.g. the power supply) will result in 
simultaneous loss of both main and back-up protection. The acceptability of this situation 
must be evaluated on a case-by-case basis. 
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1.9 Relay Output Devices: 
 
In order to perform their intended function, relays must be fitted with some means of 
providing the various output signals required. Contacts of various types usually fulfil this 
function. 
 

1.9.1 Contact Systems: 
 
Relays may be fitted with a variety of contact systems for providing electrical outputs for 
tripping and remote indication purposes. The most common types encountered are as 
follows: 
 
a. Self-reset: 
The contacts remain in the operated condition only while the controlling quantity is 
applied, returning to their original condition when it is removed 
 
b. Hand or electrical reset: 
These contacts remain in the operated condition after the controlling quantity is removed. 
They can be reset either by hand or by an auxiliary electromagnetic element. The 
majority of protection relay elements have self-reset contact systems, which, if so 
desired, can be modified to provide hand reset output contacts by the use of auxiliary 
elements. Hand or electrically reset relays are used when it is necessary to maintain a 
signal or lockout condition. Contacts are shown on diagrams in the position 
corresponding to the un-operated or deenergised condition, regardless of the continuous 
service condition of the equipment. For example, an under-voltage relay, which is 
continually energized in normal circumstances, would still be shown in the deenergised 
condition. A 'make' contact is one that closes when the relay picks up, whereas a 'break' 
contact is one that is closed when the relay is de-energised and opens when the relay 
picks up. Examples of these conventions and variations are shown in Figure 1.6. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.4: Contact Types [2] 
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A protection relay is usually required to trip a circuit breaker, the tripping mechanism of 
which may be a solenoid with a plunger acting directly on the mechanism latch or an 
electrically operated valve. The power required by the trip coil of the circuit breaker may 
range from up to 50 watts for a small 'distribution' circuit breaker, to 3000 watts for a 
large, extra-high voltage circuit breaker. The relay may therefore energize the tripping 
coil directly, or, according to the coil rating and the number of circuits to be energized, 
may do so through the agency of another multi-contact auxiliary relay. The basic trip 
circuit is simple, being made up of a hand-trip control switch and the contacts of the 
protection relays in parallel to energise the trip coil from a battery, through a normally 
open auxiliary switch operated by the circuit breaker. This auxiliary switch is needed to 
open the trip circuit when the circuit breaker opens since the protection relay contacts 
will usually be quite incapable of performing the interrupting duty. The auxiliary switch 
will be adjusted to close as early as possible in the closing stroke, to make the protection 
effective in case the breaker is being closed on to a fault. Where multiple output contacts, 
or contacts with appreciable current-carrying capacity are required, interposing, contactor 
type elements will normally be used. In general, static and microprocessor relays have 
discrete measuring and tripping circuits, or modules. The functioning of the measuring 
modules is independent of operation of the tripping modules. Such a relay is equivalent to 
a sensitive electromechanical relay with a tripping contactor, so that the number or rating 
of outputs has no more significance than the fact that they have been provided. 
For larger switchgear installations the tripping power requirement of each circuit breaker 
is considerable, and further, two or more breakers may have to be tripped by one 
protection system. There may also be remote signaling requirements, interlocking with 
other functions (for example auto-reclosing arrangements), and other control functions to 
be performed. These various operations may then be carried out by multi-contact tripping 
relays, which are energized by the protection relays and provide the necessary number of 
adequately rated output contacts. 
 

1.9.2 Operation Indicators: 
 
Protection systems are invariably provided with indicating devices, called 'flags', or 
'targets', as a guide for operations personnel. Not every relay will have one, as indicators 
are arranged to operate only if a trip operation is initiated. Indicators, with very few 
exceptions, are bi-stable devices, and may be either mechanical or electrical. A 
mechanical indicator consists of a small shutter that is released by the protection relay 
movement to expose the indicator pattern. Electrical indicators may be simple attracted 
armature elements, where operation of the armature releases a shutter to expose an 
indicator as above, or indicator lights (usually light emitting diodes). For the latter, some 
kind of memory circuit is provided to ensure that the indicator remains lit after the 
initiating event has passed. With the advent of digital and numerical relays, the operation 
indicator has almost become redundant.  


