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ABSTRACT 

 

The main theme of this project is securing wide area network usingVPNs.Virtual Private 

Network architecture basically provide WAN connectivity, availability, reliability, scalability 

and security to manage the private network data of acompany to over an unsecured/untrusted 

public infrastructure like internet.The IPsec VPN made some revolutionary changes to secure 

and protect the private data which transporting over public network and also it is a growing 

technologyin even securing WLAN. VPN ensure the use of corporate network services foran end 

users to work at home, or at a branch office with the help ofusing the internet. VPN provides 

point to point connection betweenend user computers or deceives with corporate servers. It has 

three basic elements which is called CIA: Confidentiality of the Data, Integrity of the data and 

Availability of the data. 

Now a day’s corporate industry requiresbest remote accesses of their network resources through 

the internet with implementation of a cost-effective and secured network connectivityon even 

safe and sound communication among computer systems.it isusually established a secure tunnel 

technologies means data must beenencapsulated or wrapped (packet into packet). IPsec is one of 

the bestmethods of creating an encrypted,authentic connectionbetween the source and destination 

using logical tunnels. 

This project deals with, dissimilar features of IPsec VPN, for instance the accomplishment of 

IPsec VPN, scalability and security. Even though, IPsec provisions a secure data transfer 

technique over the internet. 
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1. INTRODUCTION 

1.1 PROJECT OVERVIEW 
The virtual private network (VPN) is the form of technology using a less secured network and 

creating an encrypted connection over that network. The advantage of this kind of security entails 

the assurance of appropriate security level to the connected systems, in the condition when the 

infrastructure of respective network is unable to provide security alone. The use of VPN is 

justified over private network in terms ofreduced cost. The most commonly used VPNs are site-

to-site VPNS and remote-access VPNs.  
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